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Xinjing Zhou
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DOCTOR OF PHILOSOPHY

ABSTRACT

Database management systems (DBMSs) rely on operating systems (OSes) to access hardware
resources, but the abstractions exposed by general-purpose OSes are often poorly matched to
database workloads. DBMSs are optimized to process data-intensive workloads, while OSes provide
interfaces that emphasize security, protection, and fair multiplexing of hardware resources. This
long-standing mismatch has become more severe as modern hardware evolves rapidly. Networks
and storage devices have improved by orders of magnitude, while single-core CPU performance
has improved much more slowly. As a result, operating systems increasingly dominate query
and transaction execution time. Existing approaches such as full kernel bypass, custom kernels,
and kernel modules can reduce this overhead, but they often sacrifice key practicality properties,
including compatibility, security, deployability, and maintainability.

This thesis argues for practical DB–OS co-design, replacing poorly matched OS mechanisms on
the database critical path while preserving these practicality properties. It begins with a whole-
stack measurement study of memory-optimized OLTP systems, which identifies the OS/kernel
stack as a major source of cost under modern hardware and workloads. Guided by the principle
of specializing only the mechanisms that limit performance, and doing so at the lowest sufficient
privilege level, the thesis develops three systems. Tux is a database-aware networking stack that
achieves kernel-bypass-class performance without requiring user-space NIC drivers or exclusive
device ownership. Calico is a DBMS-controlled buffer pool that matches hardware-accelerated
in-memory translation while preserving DBMS control over eviction and scalable I/O. Libdbos
leverages hardware virtualization to safely expose privileged mechanisms to the database process,
enabling instantaneous virtual-memory snapshots and efficient buffer management.

Together, these systems show that the DB–OS interface can be redesigned around database
semantics across communication, memory management, and privilege boundaries. The result is a
practical path to large end-to-end performance gains without giving up the practicality properties
required by production database systems.

Thesis supervisor: Michael Stonebraker
Title: Adjunct Professor Emeritus of Electrical Engineering and Computer Science
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Chapter 1

Introduction

Database systems are the backbone of modern enterprises, underpinning everything from real-time
transaction processing and analytics dashboards to the persistent memory behind recommendation
and search systems. The demands on them are also growing exponentially in both scale and diver-
sity. Worldwide data generation is projected to exceed 220 zettabytes by 2026 [1]. Compounding
this pressure, the rise of AI has introduced an entirely new class of workloads. These include
retrieval-augmented generation (RAG) pipelines [2], AI agents that use databases as persistent
memory, and semantic search over billions of high-dimensional embeddings via approximate
nearest neighbor (ANN) indexes [3–5]. These workloads have access patterns that differ funda-
mentally from traditional workloads. To keep pace with the rapid growth of both use cases and
data volumes, modern database systems must continue to push the boundaries of performance.

On the other hand, the hardware landscape underneath these systems has changed drastically
over the last decade. I/O hardware performance has grown by an order of magnitude in the last
decade, with network bandwidth rising from 10Gbps to 600Gbps [6,7] and PCIe Gen5 SSD arrays
delivering tens of millions of I/O operations [8], while per-core CPU performance has barely
moved and Moore’s-law cost-performance gains have slowed down significantly [7]. The OS
layers between the database and the hardware, once a negligible fraction of execution time, now
dominate it. Saturating a 400Gbps NIC or an array of 8 NVMe SSDs through the Linux kernel
stack would consume all the CPU cores on a modern machine and leave essentially no cycles for
query or transaction processing [8]. Our own measurements (Chapter 2) confirm the same shift
inside production database engines. Communication overhead consumes 52–68% of CPU cycles in
modern memory-optimized OLTP systems [9], and OS-level memory management consumes up
to 75% of CPU time in larger-than-memory vector search. The DB–OS interface, not the engine
internals, is now the first-order bottleneck.

1.1 Existing Approaches and Why They Fall Short

The mismatch between database needs and OS interfaces is not new [10]. Prior work has ex-
plored many forms of DB-OS co-design, ranging from custom database-specialized operating
systems [11,12], to user-space kernel bypass for networking [13–17] and storage [18], to unikernels
that compile the database with a library OS [19,20], to in-kernel specialization through kernel
modules [21–23]. Despite this breadth of effort, none of these approaches have been adopted at

21



Ideal Region
Full Kernel Bypass

Custom Kernels

DBMSes Relying on
POSIX and OS kernel

Unikernels

Kernel Modules

Escalated Privilege
No Hardware Sharing
Extensive Kernel/DBMS Changes
Maintenance Burden

Practicality

Performance

Figure 1.1: The DB–OS co-design space - Living with the kernel preserves practicality but leaves
performance on the table; user-space kernel bypass recovers performance but sacrifices device
sharing and deployability; custom kernel or kernel modules trade security and maintenance costs
for performance.

scale by production database systems, which still face an unsatisfying choice along three axes:
live with the kernel and pay the overheads quantified above, bypass the OS in user space and lose
the deployability that made general-purpose OS adoption attractive in the first place, or modify
the kernel itself and inherit a different set of security and maintenance costs. Figure 1.1 maps
these approaches in the performance–practicality plane. We examine each in turn.

Relying on general-purpose OS abstractions leaves performance on the table. The OS
provides general-purpose abstractions that are a poor fit for database workloads. Databases
nonetheless accept these abstractions for good reasons: portability across operating systems
and CPU architectures; compatibility with the surrounding ecosystem of containers, schedulers,
observability agents, backup tools, and security scanners that all assume standard OS semantics;
isolation from co-located processes, since the kernel mediates address spaces, file descriptors, and
device access so that a bug or compromise in one process cannot reach another; and operational

simplicity, since standard deployment, monitoring, and debugging tools work out of the box. The
cost of this practicality is the overheads quantified above. mmap cedes eviction and I/O control
entirely to the kernel [24], hiding access patterns and triggering unscalable synchronization
on multi-core systems; user-space hash-table buffer pools [25,26] preserve DBMS control but
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pay significant software translation overhead on every page access; fork-based snapshots incur
high latency from page-table copying and copy-on-write faults [27]. Engine-side optimizations
from H-Store [28], VoltDB [29], HyPer [30], LeanStore [31], Silo [32], and SAP HANA [33] have
squeezed buffer management, concurrency control, latching, and recovery, but cannot remove
overheads that live below the system-call boundary.

Bypassing the OS in user space sacrifices practicality. One line of work bypasses the OS
for specific resources by moving I/O entirely into user space. For networking, DPDK [13] and
user-space TCP stacks [14–17] move the entire network stack into user space, communicating
directly with NIC hardware. For storage, SPDK [18] provides direct access to NVMe devices.
Unikernels [19] and custom OS designs take this further, compiling the database system with a
library OS to eliminate the kernel altogether [20]. These approaches recover the lost performance
but sacrifice practicality in multiple ways. First, they require exclusive device ownership, since
DPDK takes control of the NIC, making it invisible to the host OS and incompatible with standard
networking tools, multi-tenant deployments, and container orchestration. Second, they demand
significant rewrites, since applications must implement their own TCP state machines and adopt
polling-based execution models. Third, they suffer from ecosystem fragility, since DPDK’s API/ABI
breaks frequently across releases [34], forcing developers to choose between new features and
code stability. ScyllaDB promotes DPDK compatibility in its Seastar framework but does not
deploy it in production [35]. To our knowledge, Yellowbrick [36] is the only database vendor
that makes significant use of kernel-bypass, and it required writing custom network and storage
drivers.

Modifying the kernel inherits a different set of costs. A complementary line of work
specializes the kernel itself for databases. Kernel modules extend or replace specific subsystems,
for example the virtual-memory machinery behind the buffer pool or the I/O path that feeds
analytical scans [21–23]. These designs sidestep the device-ownership problem of DPDK/SPDK,
but pay other costs. Kernel modules run with full kernel privilege, so any bug in the module
becomes a system-wide security and reliability hazard rather than a contained application crash;
they also live outside the upstream kernel and must be maintained against an internal interface
that the kernel community is free to change at any time, with no stability guarantees. The database
is once again coupled to a specific kernel interface that evolves on its own schedule, eroding the
deployability that made general-purpose OS adoption attractive in the first place.

In short, the database community faces a dilemma. Either accept OS overhead on the critical
path, or abandon or modify the OS and pay the engineering, security, and compatibility costs.
Neither option is satisfactory for production database systems that need both high performance
and broad deployability.

1.2 Practical DB-OS Co-Design

This thesis proposes a different path, practical DB-OS co-design, which closes the gap between the
database and the hardware without forking or patching the host kernel. The central insight is that
a new generation of OS interfaces and hardware support has made this newly tractable. Together,
they expose capabilities that previously required a kernel patch or full device takeover. Combined
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Figure 1.2: Practical DB-OS co-design - Databases can combine their workload knowledge with
modern OS interfaces and hardware to make co-design practical and performant.

with the rich semantic knowledge that databases have always possessed but could not safely act
on, they open a new region of the design space that was unavailable to prior work.

New OS interfaces and hardware enable safe specialization without kernel modifications.

eBPF and XDP let verified application logic run inside the kernel without a custommodule, making
it possible to intercept and reshape I/O paths with database-specific logic. io_uring exposes
asynchronous, batched I/O that amortizes system-call overhead and supports device passthrough.
Hardware virtualization (Intel VT-x, AMD-V) can safely raise a single user process to kernel-space
privilege. Each of these mechanisms removes a category of bottleneck that previously had no safe
path to specialization.

Database semantics make specialization effective. Databases already know facts the OS
cannot see: which pages belong to which objects, which accesses are likely to recur, which requests
are latency-critical, and which work can be batched or reordered. Practical co-design uses this
knowledge to decide where the OS boundary should be specialized and what each specialized
mechanism should do. The interfaces and hardware support above make these mechanisms
deployable.

Putting the two together yields the design pattern of this thesis: database-oriented mechanisms

on the critical path, built by exploiting database semantics and modern kernel interfaces and
hardware, and deployed at the lowest privilege level that removes the bottleneck. Figure 1.2
illustrates the pattern. Two operational principles follow.

1. Critical-path specialization. For each performance-critical interaction with the OS, the
database introduces a purpose-built mechanism whose semantics are matched to database
workload, leaving the rest of the OS in place.

2. Minimum privilege. Each new mechanism is implemented at the lowest privilege level
that works: user space when possible, safe kernel extensions (eBPF/XDP) when user space is
insufficient, and hardware-level privilege via virtualization only when nothing else suffices.
The host kernel source is never patched and no production kernel subsystem is taken offline,
preserving the ecosystem of drivers, tools, and security mechanisms that production systems
rely on.
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The core statement of the thesis is as follows:

Thesis Statement. Modern databases should replace only the OS mechanisms on their

critical path with database-oriented designs, using the lowest privilege level sufficient to

remove each bottleneck. This form of practical DB-OS co-design delivers large end-to-end

performance gains while preserving the compatibility, security, and deployability of

general-purpose operating systems.

1.3 Contributions

This thesis makes the following contributions:

Revisiting OLTP Through the Looking Glass after 16 Years (Chapter 2). We start by revis-
iting the classic OLTP bottleneck analysis with a systematic whole-stack performance breakdown
of VoltDB on modern hardware. We show that communication overhead now dominates and
establish that the OS boundary, not the engine internals, is the critical-path bottleneck in modern
OLTP engines. This study supplies the empirical foundation for practical DB–OS co-design.

Partial Kernel-Bypass Networking for Databases with Tux (Chapter 3). Following the
measurement study, we attack the communication bottleneck. Tux is a database-aware high-
performance networking stack without giving up compatibility. Database communication is often
message-oriented, yet existing stacks force it through a byte-stream TCP interface that adds
framing, copying, and head-of-line blocking on the hot path. Additionally, the kernel NIC driver is
not the bottleneck; the generic socket and TCP layer above it is. Tux closes this gap by leveraging
modern OS interfaces, eBPF and XDP, to bypass the kernel TCP stack while keeping the vendor-
supported NIC drivers in place, preserving compatibility with the surrounding OS networking
ecosystem. Tux introduces a message-based transport that decouples reliability from in-order
delivery and preserves message boundaries without copy overhead, a pushdown abstraction that
runs DBMS logic directly on the network cores and thereby enables database-aware scheduling
that existing kernel-bypass stacks lack, and a library (Libtux) offering zero-change and minimal-
change deployment modes. Evaluated on Redis, Memcached, VoltDB, and LeanStore, Tux improves
throughput by up to 2.3× and reduces p99 latency by up to 4.7× over state-of-the-art kernel-bypass
systems, with no exclusive device ownership. Tux shows that the communication bottleneck can
be practically removed by combining database semantics with a kernel programmability interface.

User-Space High-Performance Buffer Management (Calico, Chapter 4). With commu-
nication addressed, the next OS interface on the critical path is memory management, which
dominates CPU time in larger-than-memory workloads such as vector search. Calico is a DBMS-
controlled buffer pool that matches mmap-class in-memory translation speed while keeping full
control over eviction and I/O in user space. The key observation is that database pages are or-
ganized hierarchically and index accesses exhibit strong spatial locality. This regularity inspires
Calico’s multi-level array-based translation layer, together with path caching, active hole punch-
ing for reclaiming cold translation memory, and group prefetch for asynchronous I/O. Integrated
into PostgreSQL/pgvector, Calico delivers up to 3.95× speedup for in-memory HNSW vector
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search and 6.57× for larger-than-memory workloads, with no kernel modifications and no elevated
privilege.

Privileged Kernel Bypass via Hardware Virtualization with Libdbos (Chapter 5). Tux
and Calico together cover the bottlenecks that user space can reach. A residual class of bottlenecks
remains, namely virtual-memory mechanisms that require direct control of page tables, TLBs,
and interrupts in kernel space. Specializing these mechanisms with DBMS semantics yields far
better primitives for database use cases than the general-purpose ones the kernel exposes through
POSIX, but a database has no safe way to reach the privileged hardware. Libdbos addresses this
last category by escalating privilege only when nothing weaker suffices. Hardware virtualization,
exposed to a single database process through a hypervisor, makes that privilege available without
patching the host kernel or replacing production kernel subsystems. Building on this foundation,
Libdbos enables Snappy, which provides instantaneous virtual-memory snapshots (21× faster
than fork, reducing Redis checkpoint tail latency by 20×), and Tabby, a buffer pool that leverages
virtual-memory hardware for mmap-speed translation without TLB shootdowns while preserving
DBMS eviction control.

The three systems together explore different points on the privilege spectrum of practical co-
design, from pure user space (Calico), to partial kernel bypass (Tux), to hardware-level privilege
(Libdbos), and show that the DB–OS interface can be redesigned around database semantics
across communication, memory management, and the privilege boundary itself, without giving up
the compatibility, security, or deployability that production database systems demand. Chapter 6
returns to this design space and discusses numerous future directions opened by this thesis.
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Chapter 2

OLTP Through the Looking Glass 16 Years

Later

2.1 Introduction

Chapter 1 argued that the DB–OS boundary, not only database engine internals, has become a
first-order bottleneck in modern database systems. This chapter makes that argument concrete
for memory-optimized OLTP engines by revisiting the 2008 “Looking Glass” study [37] under
today’s hardware, workloads, and isolation models.

The original study explored OLTP performance on conventional hardware and software [37].
Notably, the study ran TPC-C on the Shore DBMS, a conventional DBMS with disk-based storage,
a buffer pool, concurrency control based on locking, and standard Aries-style write-ahead logging.
As such, it was typical of the commercial DBMSs of the time. The study found that the overwhelm-
ing majority of CPU time was spent on services such as buffer pool management, concurrency
control, crash recovery, and latching. Hence, to go a lot faster, one has to deal with these sources
of overhead.

Since then, there have been several high-performanceOLTP engines, includingH-Store, VoltDB,
Hyper, LeanStore, MemSQL, Silo, and HANA. These systems exploit various innovative solutions
to the issues noted above to provide tremendous performance improvements over traditional
systems in benchmarks. However, most academic OLTP benchmarks (including [37]) have two
major problems.

IgnoredNetwork/Communication. Previous work [37] only analyzed back-end components
of a database system and ignored themessaging cost of communicatingwith a front-end application
or within the database system. Even when running a stored procedure (SP) transaction model, this
cost cannot be ignored. Moreover, although stored procedures are standard practice in research
systems, many real-world applications prefer running transaction logic on the client side for better
debuggability, security, and ease of version control [38]. This makes messaging costs much more
expensive than in the SP model.

Ignored User-Defined Code Isolation. When systems use an SP transaction model, most
assume it is permissible to run stored procedures in the same address space as the DBMS. This
means there is no isolation between an SP and the DBMS kernel or between different SPs. This
allows errant or malicious SPs to interfere with each other and the DBMS. Worse yet, malicious
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SPs can obtain unauthorized data, which presents a security flaw. In some use cases, this risk
is acceptable due to careful testing; in others, non-isolation is unacceptable. As cloud database
systems move toward a multi-tenant architecture, such risks will become less acceptable.

In response, we present “Looking Glass 2.0”. We perform whole-stack benchmarks measuring
throughput and response time on modern hardware, comparing the SP model with client-side
transaction logic under different levels of isolation. To avoid the performance bottlenecks of
traditional DBMSs, we primarily focus on high-performance OLTP engine VoltDB in this study.
PostgreSQL results are also included for some minor experiments for reference.

Server-side Communication Transaction Execution

Overhead (%)
TPC-C

Voter

YCSB-C

47%

63%

68%

53%

37%

32%

(a) Client-Side Transaction Model
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23%

51%

68%

77%

49%

32%

(b) Stored-Procedure Transaction Model

Figure 2.1: Server-side CPU Overhead Breakdown - In the client-side transaction model the
DBMS only processes SQL queries, while in the stored-procedure model it additionally runs the
transaction logic.

Figure 2.1 depicts one of the major findings of this study. When isolation is not required, the
CPU cycles spent in messaging are "the high pole in the tent", even when using a stored procedure
model. With a traditional transaction model, CPU overhead in communication is higher. While the
stored-procedure model helps reduce such costs by reducing the number of round trips between
transaction logic and the database engine, it does not help with simpler transactions such as
those in YCSB-C and Voter workloads. Hence, any improvements to DBMS performance impact a
minority of the path length, and the most profitable source of OLTP improvement is therefore
communication. When isolation is required, communication cost is dramatically the highest cost
item, overshadowing the CPU cycles spent in transaction execution.

Hence, we explore possible improvements to TCP/IP and Linux kernel. These include kernel
bypass with user-space networking for messages between the client and the DBMS. We also report
unpleasant experiences when applying kernel-bypass techniques to DBMSs, suggesting room for
improvement on the OS side. To isolate SPs from the DBMS, we classified five possible levels of
isolation and explored a spectrum of approaches from no isolation to virtual machine isolation.
Higher degrees of isolation resulted in additional messages and higher costs.

28



Database System Programming Language

for Stored Procedures and

UDFs

Isolation Mechanisms

None Language
Isolation

OS-Level
Isolation Virtualization

VoltDB Java ✓
Oracle PL/SQL, Java, JavaScript ✓

SQL Server T-SQL, C# ✓
PostgreSQL PL/pgSQL, C, Python, Rust,

JavaScript
✓ ✓

MySQL PL/SQL, JavaScript ✓ ✓
IBM DB2 PL/SQL, Java, C++ ✓ ✓
MariaDB PL/SQL, C/C++ (UDFs) ✓ ✓

SAP HANA PL/SQL, R ✓
Teradata PL/SQL ✓
MongoDB JavaScript ✓
Snowflake Java, JavaScript, Scala,

Python
✓ ✓

Redshift PL/pgSQL, Python, AWS
Lambda

✓ ✓ ✓

Table 2.1: Programming languages and isolation mechanisms for user-defined code in

existing database systems

The rest of this chapter develops this argument in three steps. First, it presents a whole-stack
performance breakdown of a modern OLTP engine and identifies where CPU time goes under
different transaction execution models. Second, it examines the design space for isolating user-
defined code in OLTP systems and quantifies the cost of stronger isolation. Finally, it uses these
measurements to motivate the DB–OS co-design directions explored in the later chapters.

2.2 Background and Methodology

We first examine isolation mechanisms before explaining our benchmarking methodology.

2.2.1 Isolation Mechanisms for User Code

Client-Server Isolation. The baseline option is to run user-defined code in a client process
separate from the DBMS. This is also commonly denoted as interactive transactions and is supported
by virtually all DBMSs. The extreme case of isolation is to place the user and server processes on
different servers connected through the network. Reducing communication overhead requires
co-locating the user code and DBMS on the same server, as we discuss next.

No Isolation. Many systems, including PostgreSQL, DB2, MariaDB, and Teradata, allow user-
defined logic in unsafe languages such as C by loading user code into the DBMS as a shared library.
Given thatmalicious or erroneous user-defined code can easily access the content of DBMSmemory
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or bring down the entire system, this approach provides effectively no isolation. In exchange for
giving up isolation, this maximizes performance as user-defined code can communicate with the
DBMS kernel through shared memory.

Language Isolation. The next level of isolation is provided by safe stored procedure (SP) lan-
guages running within the DBMS process. Such languages include domain-specific languages (e.g.,
PL/SQL, T-SQL), virtual-machine-based languages (e.g., Python, Java, JavaScript), and memory-
safe languages (e.g., Rust). By disallowing unsafe memory accesses, safe SP languages provide
some level of isolation. However, the isolation fully relies on the correctness of compiler and
language runtime and is therefore somewhat limited. For example, Oracle [39] and VoltDB run
Java-based stored procedures in the same address space as the DBMS kernel. User-defined code
can break out of the virtual machine by using unsafe language features, VM exploits [40], or bugs
in the compiler.

OS-Level Isolation. To provide better isolation guarantees than language-based isolation,
one can run an SP in a different OS process than the DBMS but on the same server. However,
important operating system resources such as the file system and network devices are still shared.
One way to provide stronger isolation is using containers, which virtualize all OS resources, and
Linux’s SECCOMP mechanism, which limits the system calls that can be made by a process.
Snowflake, for example, runs user-defined code in a separate container with access to a dedicated
file system without the ability to make network connections. In this approach, user-defined code
uses OS-provided inter-process communication (IPC) mechanisms such as sockets to interact with
the DBMS kernel process. This provides much better isolation than language-based approaches.

Virtualization. OS-level isolation obviously relies on the correctness of the OS. Attacks
against the OS kernel can compromise the memory of all running processes. Therefore, a stronger
isolation approach is to run user-defined code on a separate OS kernel in a virtual machine on the
same host. This confines malicious code execution to the virtual machine. This model requires
inter-VM communication between the DBMS and user-defined code.

To summarize, the five mechanisms discussed provide trade-offs between the proximity of
the user code to the DBMS and the degree of isolation and communication overhead. Table 2.1
summarizes the isolation mechanisms used for user-defined logic in existing DBMSs. Note that
the table is non-exhaustive.

2.2.2 VoltDB Primer

To understand our testing approach, we first review VoltDB’s architecture. As shown in Figure 2.2,
VoltDB adopts a shared-nothing architecture, partitioning data across multiple cores. Each core has
its own partition serviced by a single worker thread. Networking threads handle client connections
and interact with the TCP/IP stack in the Linux Kernel. Each worker runs stored procedures (SPs)
from a task queue in a single-threaded manner within the same process as the DBMS kernel. The
Java-based query engine executes SPs using an in-memory C++ storage engine, and SPs are written
in Java with embedded SQL. VoltDB distinguishes between single-partition and multi-partition
transactions. Single-partition transactions, which access data within one partition, are optimized
to run to completion without locks or latches. As a result, VoltDB maximizes CPU efficiency in
its OLTP engine when executing these transactions. Conversely, multi-partition transactions are
serialized through a global coordinator, allowing only one at a time, and use standard two-phase
commit. In this work, we focus on single-partition transactions, as they provide state-of-the-art
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performance, which we strive to improve on. VoltDB separates the logic of transaction processing
from network I/O activities. A group of dedicated network threads are created for interfacing with
the Linux Kernel with BSD socket APIs and event polling. The network threads parse requests and
dispatch stored procedure invocations to dedicated OLTP workers through message passing. The
network threads also write responses back to the sockets after OLTP workers finish transaction
execution.

2.2.3 Network and Isolation Modeling

Network Thread 1 Network Thread M

Partitioned
OLTP Engine 1

...

...

Kernel

TCP/IP Stack

NiC Driver & Interrupt
EgressIngress

1

2

3 7

8

6

Stored Procedure
Executor 1

5

Partitioned
OLTP Engine N

Stored Procedure
Executor N4

Userspace

Figure 2.2: Architecture of VoltDB

Interactive Transactions. Since VoltDB requires a stored procedure model, we simulate
interactive transactions by breaking any stored procedure into multiple stored procedures, one
per SQL statement. This closely simulates a classic environment with the client running on the
same machine as the DBMS. As an optimization, we batch together SQL queries that have no
dependencies. These batches are then run as individual stored procedures.

User-Space Networking. Like most DBMSs, VoltDB relies on the TCP/IP stack of the host
operating system. We extended VoltDB with support for user-space networking using DPDK and
FStack [16], a user-space TCP/IP stack. In order to interface with F-stack, we had to rewrite major
parts of the VoltDB networking layer because F-stack requires using a set of new polling/read/write
APIs and only supports a single-threaded TCP/IP stack. Therefore, F-stack-enabled VoltDB uses
only one network thread for performing network I/O. The network thread spin-polls the NIC for
available packets.
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Language Isolation. Java SPs for VoltDB are compiled into individual classes and loaded into
the same JVM on which VoltDB runs. Therefore, VoltDB provides language isolation by default.

OS-Level (Process) Isolation. To provide process isolation, we modified the VoltDB SP
runtime to pair every VoltDB worker with a separate Linux process in which SPs for that worker
are loaded. To communicate between this process and the corresponding worker, we compared
three IPC mechanisms: TCP/IP, shared memory with busy-polling for notification, and shared
memory with a Unix domain socket for notification. When exchanging messages between the SP
process and the OLTP engine, SQL queries and result sets are serialized and deserialized. Although
we could have run each SP in its own process, we chose not to, as the performance would be
essentially identical to the architecture we tested.

Containerization. In addition to process isolation, we explored running each SP process in a
Docker container and the same set of communication mechanisms used for process isolation.

Virtualization. The last and strongest isolation approach we explored is virtualization. We
ran each SP process on top of a Linux kernel in a virtual machine (KVM). For this setup, the DBMS
kernel communicates with each SP process through the TCP/IP stack in the host Linux kernel as
well as the guest Linux kernel. When a network packet is sent from the DBMS kernel, it needs to
first traverse the TCP/IP stack of the host Linux kernel, and then it is routed through the kernel
network bridge to arrive at a virtualized NIC maintained in the hypervisor in the kernel. Lastly,
the packet crosses the virtualization boundary to be handled by the receiving side of the guest
kernel’s virtual NIC and TCP/IP stack.

2.2.4 Profiling Methodology

Weusemanual instrumentation to profile VoltDB and the Linux perf tool for the kernel. Specifically,
for kernel-space profiling, we leveraged the perf-trace [41] tool to place trace points inside
the Linux kernel, which replace traced instructions with breakpoint instructions. When a trace
point is hit, the Linux kernel traps into a breakpoint handler that records timing information and
then resumes execution. For VoltDB profiling, we found perf-trace [42] too expensive as each
activated trace point results in a context switch to the kernel. Instead, we manually instrumented
the VoltDB code to record a trace entry in a memory buffer. At the end of the benchmark, VoltDB
dumps the buffer to a file in the same format as the output by perf-trace.

2.3 Experimental Evaluation

2.3.1 Environment

Hardware. We ran all experiments on Google Cloud using two compute instances, each with 16
vCPU (Intel Haswell, 2.3GHz) and 64GB memory. The two instances are connected by a network
with a measured 16-Gigabit bandwidth in one direction and 60us median round-trip latency
(measured using sockperf).

Software. The machines are running Linux version 6.8.0-1007-gcp. VoltDB is compiled with
OpenJDK version 1.8.0_402 and gcc 11.4.0. We configure the client machine to run 512 concurrent
connections to the VoltDB server. Each client iteratively runs the benchmark script. We evaluate
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system performance using three workloads. As shown in Table 2.2, these workloads cover a wide
range of transaction complexity and round-trips to the database system.

Workload - TX # DB Interactions Ratio

YCSB C - Get 1 100%
Voter - Vote 2 100%

TPC-C - New Order 8-18 45%
TPC-C - Payment 5 43%
TPC-C - Delivery 4 4%

TPC-C - Stock Level 2 4%
TPC-C - Order Status 3 4%

Table 2.2: Workload Descriptions - A DB interaction is the largest batch of SQL queries that
can be sent to the DBMS in one round-trip to be executed independently. We break the logic of
each transaction into the shortest sequence of interactions with the database systems where an
interaction depends on the result sets of previous interactions.

YCSB. The Yahoo! Cloud Serving Benchmark is a key-value store benchmark. We initialize the
YCSB table with 10M 128-byte key-value pairs and perform random single-tuple index lookups.

Voter. This benchmark simulates a phone-based election process and contains a collection of
single record queries and updates. 10,000 voters are given a fixed number of votes for 6 candidates.
Each voter selects any candidate iteratively until their votes are exhausted.

TPC-C. The TPC-C benchmark is the industry-standard benchmark suite for OLTP databases.
Each transaction contains complex interactions with the database. We configured the system with
256 warehouses and partitioned the database by warehouse. We modified the benchmark so that
every transaction targets only a single warehouse to avoid multi-partition transactions on VoltDB.

2.3.2 Where do the CPU Cycles Go?
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Figure 2.3: CPU Cycle Distribution for PostgreSQL and VoltDB - Cycles are classified into
Transaction Processing, DBMS Networking Layer, and Linux Kernel.
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We begin by showing CPU cycle distribution on the server. We run simple YCSB-C workloads
with 48 connections. The results are shown in Figure 2.3. VoltDB spends less than a quarter of the
total cycles on transaction processing. This is partly because the VoltDB eliminated buffer pool,
locking, and latching that were bottlenecks pointed out by the original looking glass paper [37].
Instead, the CPU bottlenecks are now shifted to the DBMS networking layer and the Linux Kernel.
Surprisingly, the DBMS networking layer in VoltDB contributes almost 40% of the CPU cycles.
Our profiling found that 8% of the cycles are spent on epoll_wait/epoll_ctl/read/write
functions in the glibc library. The rest of the cycles are mostly spent on message passing and
scheduling among the network threads and OLTP workers. For reference, we also included
PostgreSQL (v13) results. We configure PostgreSQL buffer pool so that all data fits in memory.
This eliminates storage I/O overhead and allows us to focus on communication within the system.
As expected, transaction processing dominates with 55% of cycles due to the bottlenecks of a
traditional DBMS [37]. The DBMS network layer consumes only 4.3% in PostgreSQL compared to
39% in VoltDB. This is because transaction-processing worker directly read/write to/from a TCP
socket, avoiding most of the DBMS internal communication overhead. Interestingly, there are still
nearly 40% cycles spent in Linux Kernel on networking for PostgreSQL, similar to VoltDB.

Phase Description

1 Network Receive Time from receiving data on the NIC
to readying it in a socket.

2 Socket Read Time to read data from the socket.
3 Request Queuing Time to assign the request to a OLTP worker.
4 Procedure Execution Time to run the transaction logic.
5 Isolation Overhead Time for communication related to isolation.
6 Query Execution Time to run SQL queries.
7 Response Queuing Time to queue the response for transmission.

8 Network Send Time to write the response through
the network stack.

Table 2.3: Phases of Transaction Processing in VoltDB

2.3.3 Results for No Isolation
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Figure 2.4: Median Latency vs. Load for Interactive Transactions and Stored-procedure

Transactions

We next present detailed results for the no-isolation case, comparing interactive transactions
with SPs. Specifically, in Figure 2.4 we show the median latency for the three benchmarks as we
ramp up the throughput on our system. Note that there is a single curve for YCSB as the two
implementations are effectively identical. Also, note that the logic for both cases is the same;
hence, the only difference between the two implementations is the number of messages. Obviously,
throughput increases as the load is applied until our system becomes CPU-bound and saturates.
Equally obvious is the increase in latency as load is applied because of queuing delays.

With the Voter workload, shown in Figure 2.4b, SP transactions have up to 72% lower latency
and 23% higher achievable throughput. With more complex workloads such as TPC-C where there
are more network round-trips, shown in Figure 2.4c, we observe that interactive transactions
incur 3.5× higher latency at similar throughput points. The SP model can achieve a maximum
throughput that is 2.1× higher than the interactive case. These results show the desirability of
using an SP model.
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Figure 2.5: Server-side Transaction Latency Breakdown (Excluding Queuing)

Networking Dominates CPU Time. Figure 2.5 presents a detailed breakdown of server-side
latency for interactive (bars labeled as interactive) and SP transactions (bars labeled as stored-
procedure) for our three benchmarks. Each bar represents the average CPU time spent in each of
the eight categories measured in microseconds (µs). The first conclusion to draw from Figure 2.5
is the high pole in the tent is usually the server CPU time spent in networking. Except for TPC-C,
networking dominates DBMS processing. Remarkably, it is more expensive to send work to the
DBMS and receive answers than it is to construct those answers. Of course, if the transaction
stored procedures get beefy enough, as exemplified by TPC-C, the system remains DBMS-bound.
The second point is that stored procedures are a good idea. They lower the number of messages
and increase the percentage of work spent on DBMS processing. The third point to make is that
there is no magic bullet for improving network CPU time; the cost is spread over the whole stack.
As a result, one needs to explore kernel bypass to get better performance, a topic to which we
now turn.
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Kernel Bypass. To leverage kernel bypass, we replace the Linux networking stack used by
VoltDB with a user-space TCP/IP stack (F-stack) using the DPDK library. As shown in Figure 2.5
(bars labeled stored-procedure-dpdk), with kernel-bypass and the SPmodel, the CPU time spent
on transaction processing increases from 33%/48%/70% to 53.8%/72%/91% for YCSB/Voter/TPC-C
workloads. These improvements mainly come from the elimination of system calls, reduced
copying, interrupt processing, and a simpler networking stack. Note that the overhead of internal
DBMS communication for queuing requests and responses remains.

End-to-end Latency Breakdown. We next break down transaction end-to-end latency. To
minimize queuing delays distorting the results, we offer the maximum load before the end-to-end
latency spikes. The results are shown in the following table, with the first three rows using the SP
model and the last three rows using the client-side transaction model:

Workload Total Cli.↔Srv. Srv. Net. Xact Exec.

YCSB-C 410µs 312µs 64µs 34µs
Voter 425µs 343µs 40µs 42µs
TPC-C 483µs 312µs 42µs 129µs
YCSB-C 410µs 312µs 64µs 34µs
Voter 688µs 572µs 67µs 49µs
TPC-C 1,471µs 710µs 310µs 451µs

The results show that the time spent on client-to-server networking (the 3rd column) is the
dominant component. This component increases further when using the client-side transaction
model, as there are more round-trips. It also shows the superiority of the SP model. When running
TPC-C using client-side model, the time for transaction execution increases compared to SP model
due to repeated SQL parsing, planning, serialization, and deserialization.

2.3.4 Results for Isolation
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Figure 2.6: Median Latency vs. Load Across Various Isolation Mechanisms

Latency vs. Throughput. We next explore the end-to-end latency-throughput trade-offs for
different isolation mechanisms and examine server-side overhead in detail. The results for different
isolation mechanisms are shown in Figure 2.6. Generally, all configurations experience latency
increases as more load is applied to them and systems get more saturated. Not surprisingly, the
configuration with no isolation (labeled none) has the best latency-throughput trade-off curve, as
there is no IPC overhead between the OLTP engine and the stored procedure. It achieves up to 65%
higher throughput compared to the next-best-performing ones when the highest load is present.
The next best-performing configurations are the ones with shared memory and polling (shm,
docker_shm, vm_shm). At low load, the latency is very close to the baseline with no isolation.
With more complex transactions and higher load, shared-memory adds a couple of milliseconds
of latency and tops out at dramatically less throughput. This is mostly due to serialization and
de-serialization overhead. Configurations with TCP and domain sockets have much worse latency
and achieve significantly lower throughput compared to shared-memory and no-isolation. Domain
sockets perform slightly better than TCP because domain sockets in Linux are more efficient
than the general TCP/IP stack. We do not observe a significant difference between the procedure
process running in a container and running in the host, suggesting the Linux kernel uses a similar
code path for the IPC mechanisms. We also observe similar trends for 99-percentile latency for all
the configurations.

To summarize, isolation imposes dramatic throughput and latency overheads. The best-
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performing mechanism involves process isolation with shared-memory and polling. Containeriza-
tion does not impose significant overhead on top of process isolation.

Server-side Transaction Latency Breakdown (excluding queuing). To understand the
performance of the SP model, we categorize server-side latency of a transaction into the 8 phases
highlighted using colored numbers in Table 2.3.
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Figure 2.7: Server-side Transaction Latency Breakdown (Excluding Queuing)

Server-side Transaction Latency Breakdown. As before, we perform the same server-side
transaction latency breakdown. The results are shown in Figure 2.7, which provides a detailed
analysis of the three benchmarks: YCSB, Voter, and TPC-C using different isolation mechanisms.
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One should note that all mechanisms that provide some degree of isolation are primarily
dominated by the CPU path length in the communication stack. Specifically, using process isolation
and TCP, Isolation Overhead dominates server-side overhead, taking up 58%/70%/63% of the
CPU time on YCSB/Voter/TPC-C workloads. Each DB interaction requires a traversal through the
local TCP/IP stack between the procedure process and the OLTP engine. Unix domain sockets
help reduce the overall overhead by about 32% compared to TCP, as the kernel path is shorter.
However, it is still significantly higher than no-isolation. The next best-performing configuration
is process isolation with shared memory and polling for communication that still has 34%/31%/66%
higher overall overhead compared to no isolation. Note that with shared memory and polling,
we do not observe a significant difference between running the procedure process in the host
and container. This is because shared memory allows for exchanging messages directly through
physical memory, bypassing the container boundary completely.

Note that, when running the procedure process in a virtual machine, Isolation Overhead
drastically increases. To isolate why virtualization introduces such high overhead, we ran a
micro-benchmark for TCP using sockperf, obtaining the following round trip times (RTT):

Config RTT

VM↔ VM 60us
VM Guest↔ Host 176us
TCP via Loopback 21us

Surprisingly, the RTT between two Google Cloud instances is lower than that of the RTT between
a guest VM and host on the same instance. From the table, we can see that the overhead introduced
by the guest VM is about 8.5× compared to communicating through the loopback interface on the
same host. This is consistent with the difference between vm tcp and tcp shown in Figure 2.7a.
We attribute this high cost to QEMU/KVM and nested virtualization, as each packet needs to
traverse two TCP/IP stacks and the VM boundary in one direction.

2.4 Lessons Learned

We summarize the key lessons from the experimental evaluation below.
Lesson 1. Both the interactive transaction model and stored-procedure model are bottlenecked

on messaging when transactions are simple (YCSB/Voter), accounting for 52%–67% of the runtime
overhead. The stored procedure model helps relieve these bottlenecks when transactions are more
complex at the expense of security. Kernel-bypass and user-space network stacks can help reduce
such overhead down to 28%–46%.

Lesson 2. On modern networks, the stored-procedure model still has substantial latency and
throughput advantages over the interactive transaction model. These increase with the number of
interactions with the DBMS. The two models are on par when a transaction contains only one
round trip with the DBMS.

Lesson 3. Stronger isolationmechanisms for stored-procedures introduce substantial overhead.
For example, process isolation with shared memory and polling offers a good balance but still
incurs 31%–66% higher overhead than no-isolation. TCP/IP and domain socket communication
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for process isolation further increase that overhead. Lastly, virtualization imposes an order of
magnitude higher overhead on communication.

Together, these lessons identify communication and isolation as the two DB–OS interfaces
where the gap between database needs and OS-provided mechanisms is largest.

2.5 Implications for Practical DB-OS Co-Design

These measurements show that modern database engines have made enough progress on internal
execution that the next large gains now come from the boundary between the DBMS and the
operating system. The most consequential interfaces at that boundary are networking, memory
management, and isolation.

2.5.1 Communication Path and Practical Networking Co-Design

The most direct implication of the measurements is that the communication path needs a database-
aware redesign. Even in the stored-procedure model, where the number of client/server round
trips is reduced, kernel network-stack processing, socket processing, and task dispatching consume
a large fraction of CPU time. This finding is not limited to VoltDB’s architecture. PostgreSQL also
spends substantial CPU time in networking when data fits in memory, and cloud-disaggregated
OLTP systems make the communication path even more important because log persistence and
buffer-pool misses involve network I/O to remote storage servers [43,44].

We also find that DBMSs do not share a single network-I/O architecture. Some systems execute
transaction logic and network processing in the same thread, while others dedicate separate
threads to network I/O. Table 2.4 summarizes this design split. This lack of consensus is important:
a useful DBMS networking stack cannot assume one execution model, and it must support both
compatibility with existing network-thread architectures and tighter co-design when the DBMS
can expose more structure.

Unified TX & Network Thread Dedicated Network Threads

PostgreSQL Redis
MySQL VoltDB
SQL Server Oracle
AWS Aurora Cassandra
TiDB ScyllaDB

OceanBase

Table 2.4: How DBMSs Perform Network I/O.

Existing kernel-bypass mechanisms point in the right direction but are not sufficient for
production DBMSs. DPDK can reduce kernel overhead, but it requires exclusive NIC access,
busy polling, and substantial rewrites of the DBMS networking layer. It also removes standard
Linux networking tools from the fast path, complicating routing, debugging, deployment, and
monitoring [45,46]. To our knowledge, Yellowbrick [36] is the only DBMS that makes substantial
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production use of DPDK-style kernel bypass. Chapter 3 addresses this gap by building a database-
aware networking stack that recovers kernel-bypass-class performance while preserving kernel-
driver compatibility and avoiding exclusive device ownership.

The same usability issue appears on the client side. Application servers and API servers
also communicate with the DBMS through kernel network stacks, so end-to-end latency and
deployment cost depend on both sides of the connection. Traditional DPDK-style deployments
are even less attractive on such machines because they are often multi-tenant and cannot dedicate
a NIC exclusively to one application. A practical networking mechanism therefore needs to work
not only on controlled database servers, but also in environments where normal Linux networking,
routing, monitoring, and device sharing must remain available.

User/kernel bypass mechanisms based on eBPF suggest another path. Recent work has shown
that database proxying [46], caching [47], and even larger database components [48] can be pushed
closer to the OS networking stack. However, eBPF’s safety model restricts the programming model:
loops must be bounded, kernel data structures are constrained, and floating-point operations are
unavailable. These restrictions make it difficult to move complex DBMS logic directly into the
kernel. The implication for this thesis is that the right interface should preserve the deployment
advantages of kernel-resident hooks while giving the DBMS a richer programming model for its
own fast path.

2.5.2 Isolation and Privilege: Beyond User-Space Mechanisms

The isolation results expose a different DB–OS boundary. Stored procedures reduce communication
overhead, but stronger isolation mechanisms introduce substantial cost. Process-level isolation
provides practical safety guarantees through virtual memory and privilege separation, yet the
DBMS must communicate across expensive OS boundaries to use it. Shared-memory polling can
reduce latency but spends CPU aggressively; sockets and domain sockets are easier to deploy
but add communication overhead; full virtualization is substantially more expensive. The key
implication is that existing mechanisms do not simultaneously satisfy safety, low communication
overhead, and high efficiency. This makes isolation not only a security concern, but also a
performance-interface problem between DBMS and OS. A promising direction is to build better
IPC and scheduling mechanisms around process-level isolation, rather than treating isolation as a
fixed cost outside the DBMS design space.

These goals require tighter control over hardware mechanisms that are currently hidden
behind kernel interfaces, including interrupt delivery, virtual memory, and privilege separation. In
a conventional user-space process, accessing these mechanisms requires traversing kernel paths
whose semantics are not tailored to DBMS execution. Chapter 5 pursues this implication by using
hardware virtualization to give one database process safe access to privileged hardware while
leaving the host kernel and POSIX ecosystem intact.

2.5.3 Memory Management: Beyond OLTP Communication

This chapter focuses on OLTP communication and isolation, but it leaves open an important
question for other workload classes. For analytical and vector search workloads where the memory
management and storage stack is exercised more heavily, the dominant costs may lie elsewhere.
We therefore carry out additional measurements in Chapter 4 to identify where CPU time goes for
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buffer management and virtual memory for data-intensive workloads such as OLTP and vector
search.

2.6 Summary

This chapter revisited the classic OLTP bottleneck analysis on modern hardware and modern
systems. We found that the dominant cost has moved to communication and isolation at the DB–
OS boundary. Messaging accounts for majority of CPU cycles in simple transactions, and stronger
isolation for user-defined logic compounds the cost. Existing remedies—kernel-bypass stacks for
networking—are effective in isolation but impose deployability, security, or engineering costs that
have prevented production adoption. The following chapters address these bottlenecks in turn,
building database-oriented mechanisms at the DB–OS interface while preserving compatibility
and deployability.
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Chapter 3

Practical and Efficient Networking for

Database Systems

3.1 Introduction

The previous chapter showed that communication is the dominant bottleneck in modern memory-
optimizedOLTP systems, withmuch of the overhead coming from kernel network-stack processing,
socket processing, and task dispatching. The goal of this chapter is to remove this overhead from
the DBMS communication path while retaining the properties that make kernel TCP attractive in
production: reliability, compatibility with existing DBMS architectures, and standard deployment
and debugging tools.

Existing kernel-bypass systems target kernel stack overheads by moving packet processing
into user space, typically with user-space NIC drivers such as Data Plane Development Kit [13]
(DPDK) and user-space TCP stacks [14–17,49]. Some stacks [16,17,49,50] go further by running
application logic directly on the network core responsible for packet processing, thereby avoiding
OS scheduler involvement on the request path. However, these approaches leave several DBMS-
specific challenges unaddressed:

Messaging over Byte-Stream. TCP tightly couples in-order delivery with reliability to
expose a byte-stream interface. While most database systems need reliable transport, in-order
delivery is not always necessary. Many database operations—especially inter-node communica-
tions in disaggregated or replicated systems, such as networked storage reads or consensus-based
replication—communicate in a request-response messaging style where in-order delivery is not
needed. To operate over a byte-stream interface, a DBMS must encode explicit message boundaries
(e.g. via length-prefixing or delimiters) and then parse the incoming byte stream to locate each
message boundary. This typically entails buffering partial messages, scanning for headers, and
copying payload bytes from TCP buffers, which adds non-trivial CPU overhead.

Integration and Compatibility Challenges. User-space network stacks [16,17,49,50] often
require substantial architectural changes, which limits their adoption in complex database systems.
These stacks typically assume a restricted run-to-completion execution model, where application
logic executes directly on networking cores to eliminate scheduler and inter-thread communication
overheads. This model works well for simple key-value caches like Memcached, where responses
are generated immediately for each request, but it does not generalize to DBMS workloads that
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may involve query execution, storage-engine interaction, distributed transactions, or replication.
Moreover, many production DBMSes [29,51,52] use dedicated I/O threads that dispatch requests
to worker pools for pipelining. Forcing these systems to run entirely on networking cores would
require major rewrites. Deployment is another barrier. User-space drivers such as DPDK require
exclusive control of a dedicated NIC, preventing coexistence with standard kernel networking tools
and complicating debugging, monitoring, and cluster management. To the best of our knowledge,
only ScyllaDB [53,54] and Yellowbrick [55] support kernel-bypass networking, and ScyllaDB does
not deploy it in production due to deployment challenges [35].

Robustness Concerns. While running DBMS code on the network core reduces scheduling
overhead, this approach becomes fragile when the code is non-cooperative. In OLTP systems,
transactions may stall due to long-running queries, I/O delays, or lock contention. A networking
core might also become overloaded with request processing. Such unbounded stalls can prevent
the network stack from timely processing packets, replenishing NIC buffers in time, resulting in
packet drops, starvation, and increased tail latency for short transactions.

This chapter shows that it is possible to remove the OS-kernel stack bottlenecks while address-
ing these challenges. Our solution is Tux, which moves the network stack to user space, provides
flexible interfaces for co-designing network processing with DBMS execution, exploits reliable
message-based communication to avoid byte-stream overheads, avoids kernel context-switch
overhead when dispatching tasks, and judiciously leverages modern Linux I/O interfaces for
compatibility.

At its core, Tux utilizes a kernel-bypass data path with a reliable transport protocol designed
for flexibility and performance. It decouples reliability from strict ordering, offering both a TCP-
compatible byte-stream interface for zero-change integration and a native message-based interface
to eliminate framing and copy overheads. To tackle context switching overheads, Tux introduces
a pushdown abstraction that extends the eBPF paradigm into userspace, allowing DBMS logic (e.g.,
storage look-ups, transaction processing, command processing) to run directly on networking
cores inside the Tux stack in the form of callback functions when transport-level data units (stream
or message) arrive. Pushdown abstraction can further leverage the message interface for zero-copy
data access within callback functions, avoiding overheads. This abstraction enables a wide range
of scheduling flexibility to avoid scheduling overhead and data copying. For example, short
transactions can be executed directly at the networking cores without incurring context-switching
overhead and data copying, while long transactions can be directed to the DBMS’s internal pool
of worker threads. Furthermore, Tux runs callback functions in a preemptible user-space task
runtime that prevents callback functions from monopolizing CPU resources. For compatibility,
Tux leverages well-maintained kernel-space drivers to communicate with NIC hardware. This
is accomplished via a recent kernel-based bypass path using eBPF/XDP, which avoids the NIC
exclusivity requirement. Although using kernel-space drivers inevitably introduces system call
(kernel-crossing) and interrupt overhead, we find that the CPU cycles spent in kernel NIC drivers
contribute only a small portion of overall DBMS request processing latency. Therefore, using a
kernel-based approach for better compatibility represents a worthwhile trade-off. Additionally,
Tux aggressively exploits batching and kernel-side polling to amortize kernel-crossing overhead
and avoid interrupt overhead, allowing it to match the performance of using user-space drivers.

We implement our design in a library called Libtux that provides two operating modes:
compatibility mode and pushdown mode. In compatibility mode, Libtux operates as a shim layer
with POSIX interfaces for existing DBMSes that rely on TCP, providing binary compatibility and
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no DBMS code change. In pushdown mode, Libtux provides an event-driven programming model
to minimize porting efforts and facilitate zero-copy messaging.

The evaluation across VoltDB, ScyllaDB, Redis, Memcached, and LeanStore demonstrates Tux’s
performance advantages while requiring minimal code modifications. VoltDB on Tux (with zero
code changes) achieves 2.3× higher throughput than Linux while reducing end-to-end median
and p99 latencies by over 2.2× and 2.8× respectively. Compared to state-of-the-art kernel-bypass
stacks, Memcached with Tux’s pushdown mode delivers 2.18× higher throughput, 4.19× lower
p99 latency, and 72% CPU core savings with just 59 lines of code changes.

The remainder of this chapter describes the design and implementation choices behind these
results. It first presents Tux’s hybrid kernel-bypass stack, which uses eBPF/XDP to retain com-
patibility with kernel-space NIC drivers while moving the performance-critical data path to user
space. It then develops the reliable message-oriented data path and pushdown abstraction that let
DBMS logic run directly on networking cores when doing so is profitable. The evaluation studies
Tux across five DBMSes and shows that these benefits require minimal changes to the DBMS
engine.

DBMS Client⇔DBMSNode⇔Node

Dedicated

I/O Threads

MySQL/PostgreSQL/Aurora TCP TCP No
VoltDB/Cassandra/ScyllaDB/
CockroachDB/MongoDB TCP TCP Yes

Redis TCP TCP Optional
Memcached TCP/UDP N/A No
Aerospike TCP TCP/UDP Yes

Table 3.1: Transport protocols used in DBMSes and whether dedicated I/O threads are

employed.

3.2 Background and Motivation

This section focuses on the background most directly needed to motivate Tux, including DBMS
networking requirements, modern data path I/O interfaces (DPDK, io_uring, eBPF/XDP/AF_XDP),
and kernel-bypass designs. We explain why existing solutions are insufficient for our setting and
leave broader, more distantly related work to Section 3.6.

3.2.1 DBMS Expectations for Networking

We begin by surveying the transport protocols used in major database systems to understand their
core requirements, which are summarized in Table 3.1. Our findings show that communication
largely falls into two categories—client-to-server and internal inter-node traffic—each with distinct
needs.

Client-DBMS Communication. For client-server traffic, mainstream database systems rely
on TCP. This is a direct consequence of their wire protocols, which are typically connection-
oriented for tasks like authentication and expect the strict ordering of a byte-stream to correctly
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pipeline requests and responses [56–58]. TCP’s wide support and its reliable, ordered byte-stream
interface make it a natural and ubiquitous fit for this role.

Inter-Node Communication. Inter-node communication requirements vary significantly,
falling into distinct categories based on the protocols in use. Consensus-based replication protocols
like Paxos and Raft are designed to operate over unreliable networks, handling message loss and
reordering at the protocol level, thereby imposing minimal requirements on the transport itself.
In contrast, many other foundational database protocols depend critically on reliable delivery
from the transport to prevent catastrophic failures, such as the permanent deadlock from a lost
lock-release message in 2PL or the infamous blocking problem from a lost commit message in 2PC.
Crucially, for this second group, the need for reliability does not imply a need for transport-level
ordering, as logical sequencing is handled at the protocol level using identifiers like transaction
IDs or message arrival order (e.g., Lock Manager) or message types (e.g., Prepare happens before
Commit in 2PC). This is distinct from a third pattern: operations that require a strictly ordered
byte-stream. One example is log-file-based primary/backup replication in systems like MySQL
and PostgreSQL, where a sequence of database changes must be streamed and replayed in original
order to ensure replica consistency. This requirement also exists in other tasks like transferring
intermediate results in distributed query processing.

This analysis highlights that modern database systems simultaneously require both an ordered
byte-stream interface, and an efficient, reliable message-passing interface. This dual need poses
a challenge for existing transport protocols, which are often too general-purpose or require
specialized hardware. Homa [59,60], for example, is a recent message-based transport protocol
designed for datacenter RPC workloads but lacks a byte-stream interface. Scalable Reliable
Datagram (SRD) [61,62] and RDMA [63] also employ message-based protocols but are tied to
proprietary hardware or specific network fabrics. Hence, one of the design goals of Tux is to
provide efficient messaging over Ethernet that supports both reliable unordered messaging and
ordered byte-stream for easy integration into database systems.

3.2.2 The Cost of Task Dispatching and Kernel Bypass Approaches

Task dispatching—notifying worker threads of packet arrivals—creates significant overhead in high-
performance DBMSes. Packets need to traverse hardware interrupts, kernel TCP stack, and OS
scheduler wakeups; dedicated I/O threads (Table 3.1) add further IPC costs. Our microbenchmark
(Figure 3.1) shows kernel-mediated IPC incurs multi-microsecond latency, while busy-polling is
too CPU-intensive for multi-threaded OLTP systems. Existing kernel bypass systems use two
strategies: co-located [16,17,49,50] (networking and application on same core, eliminating IPC but
vulnerable to head-of-line blocking) or separated [14,15,64–66] (flexible scheduling but higher
communication overhead).

This trade-off between dispatch overhead and compatibility/flexibility/robustness motivates
Tux, which reduces context-switching and scheduling overheads without sacrificing these proper-
ties.

Existing kernel bypass solutions thus present a trade-off betweenminimizing dispatch overhead
and maintaining compatibility, flexibility, and robustness. Addressing this challenge motivates the
design of Tux, which aims to significantly reduce context-switching and scheduling overheads
for network tasks without sacrificing these crucial properties for database systems.
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Figure 3.1: Latency of IPC Mechanisms - The benchmark measures the average one-way
latency of ping-ponging 106 1-byte messages between two threads on a security-hardened [67]
EC2 instance

3.2.3 Modern Data-Path Interfaces

We next describe several modern data-path interfaces available on Linux: DPDK, io_uring, eBPF,
and XDP.

User-Space Driver (DPDK). DPDK [13] lets an application take complete control of a NIC
and process packets in user space, bypassing the kernel TCP stack. The application runs a loop
that busy-polls a receive queue and then process the packets (e.g., hands the packet to a user-space
TCP stack such as F-stack), and then transmits packets—eliminating interrupts and scheduler
wakeups. This yields very low per-packet overhead and predictable latency, at the cost of CPU
spent on polling and exclusive NIC ownership.

io_uring. io_uring is a recent asynchronous Linux I/O interface that enables submitting
batches of storage or network system calls, thereby amortizing the kernel-crossing overhead.
However, it is important to note that each socket operation still traverses the kernel TCP stack,
where most of the overhead occurs.

eBPF. The extended Berkeley Packet Filter (eBPF) is a modern Linux technology enabling
safe and efficient kernel extensions without modifying the kernel or loading kernel modules. By
running sandboxed programs at various kernel hook points—including the networking stack—
eBPF allows integration of data-intensive operations directly into the OS networking stack. Recent
research has demonstrated its potential for tasks such as database proxying [46], caching [47],
and transaction processing [68,69], effectively avoiding costly data transfers between user and
kernel space. However, eBPF enforces strict safety guarantees: loops must be bounded, programs
are limited to accessing a restricted set of kernel data structures, and floating-point operations are
prohibited in the kernel, making it challenging to offload a full-fledged DBMS into kernel space.

Kernel-Space Driver through AF_XDP sockets. Building on eBPF, the eXpress Data Path
(XDP) [70] provides a hook that runs eBPF programs as soon as a packet arrives at the network
card’s driver. From here, an XDP program can decide the packet’s fate: drop it, pass it to the
normal kernel stack, or—most importantly for Tux —redirect it to a user-space application through
a high-speed "express lane" called an AF_XDP socket. These sockets use a shared memory region
that both the application and the NIC can access directly. This enables true zero-copy packet
processing, as data copying between kernel and user space can be elided. Tux leverages this
mechanism to bypass the kernel stack and quickly get packets to its user-space data path.
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3.2.4 The Cost of Using Kernel-space NIC Drivers

While using kernel-space NIC drivers offers superior compatibility, it does introduce kernel-
crossing overhead for NIC operations. To quantify this overhead, we perform a micro-benchmark
by running Redis on F-Stack [16] atop DPDK—which employs a run-to-completion execution
model—providing an upper bound on achievable performance. The following table breaks down
the average latency (excluding polling/queuing time) of Redis serving GET requests at a throughput
of 300K/s:

Component Time (µs) Ratio (%)

NIC Driver Tx/Rx 0.27 7.2%
Socket Send/Recv + TCP 1.51 41.0%
Redis GET 1.91 51.8%
Total 3.69 100%

The raw NIC driver accounts for only 7.2% of the total time. A kernel-space driver adds the
cost of a system call. On a security-hardened [67] c5n.xlarge AWS instance, a minimal system
call takes about 390ns. This would add roughly 390ns for receiving and 185ns for transmitting,
potentially increasing the driver-related portion of latency to around 20% of the total for this
simple Redis workload. However, this analysis is conservative. For a more complex database
operation taking 20µs, this same system call overhead would drop to just 2.6% of the total time.
This reasonable performance trade-off motivates Tux to use kernel-space NIC drivers, gaining
compatibility and ease of deployment for a modest cost.
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Figure 3.2: How Requests and Responses Enter and Leave a DBMS Worker Thread - (a)
Kernel Stack (b) Tux Compatibility Mode speeds up the network stack with specialized messaging
protocol and efficient compatible kernel-based bypass path. (c) Tux Pushdown Mode speeds
up network stack and avoids IPC overhead by pushing performance-critical DBMS logic onto
networking cores without requiring an overhaul to DBMS’s architecture.

3.3 Tux Design

Goals. Tux is designed to address the growing mismatch between modern high-speed networks
and traditional kernel-based network stacks in high-performance database systems with two
goals:

• G1: Preserve compatibility & high performance. Tux must support unmodified DBMSes
while avoiding the need for kernel modules or exclusive NIC access. At the same time, it must
deliver performance comparable to specialized DPDK-based solutions.

• G2: Enable even better performance via co-design and programmable network stack.

Tux stack should expose lightweight and flexible programming interfaces for DBMS to exploit
further performance gains at modest engineering effort.

Overview. These goals shape the overall design of Tux, shown in Figure 3.2 (b) and Figure 3.2
(c). To achieve G1, Tux runs as a user-space library with POSIX interfaces under the DBMS. When
a kernel TCP connection is established, Tux transparently replaces it with a user-space data path
that bypasses the kernel TCP/IP and socket layers, without requiring application changes or NIC

51



Sequence Number

Control Bits PaddingLength

0 7 15 23 31 39 47 55 63

Acknowledgement Number

Order: 1 bit First: 1 bit Rsvd: 5 bits MAGIC: 0xDBLast: 1 bit

Figure 3.3: Tux Packet Header

ownership. The data path uses the reliable message-oriented Tux protocol (Section 3.3.1), which
exposes a native message interface and can emulate byte-stream delivery for compatibility. The
Tux protocol is implemented in Tux stack (Section 3.3.2) on top of recent kernel-based bypass path
using eBPF/XDP for accessing NIC driver. Tux stack includes several optimizations (Section 3.4)
to minimize kernel crossing for using the kernel space NIC drivers.

Pushdown. To achieve G2, Tux introduces pushdown (Section 3.3.3): a programming ab-
straction that lets DBMS logic run directly on networking cores in the form of callbacks, avoiding
kernel scheduler and IPC overhead. Pushdown elevates the unit of execution from raw packets to
transport-level messages or byte-streams, so DBMS developers can implement request handling at
the same granularity as DBMS engine. Conceptually, pushdown extends the eBPF/XDP paradigm
into user space: it provides programmable hooks on the data path, but with the full flexibility
of user space rather than kernel restrictions. Internally, pushdown is realized via a two-stage
pipeline: an in-kernel eBPF/XDP program that quickly steers database traffic through a zero-copy
packet buffer to user space, and then Tux executes callbacks inside a preemptible runtime that
ensures robustness and fairness, even for long-running logic. Furthermore, callback can tap into
the native message interface of Tux protocol to avoid copying and parsing.

3.3.1 Tux Data Path Protocol

The Tux data path uses a reliable specialized transport mechanism designed specifically for
database workloads within the Tux stack. A key design principle is the decoupling of reliability
from strict in-order delivery, inspired by SCTP protocol [71]. Unlike stream-based TCP, Tux
inherently operates on discrete messages, aiming to eliminate application-level framing and
parsing overhead.

Protocol Mechanics: The structure of a Tux packet, shown in Figure 3.3, serves the following
purposes:

• Identification and Acknowledgment: Each packet carries a monotonically increasing se-
quence number for unique identification, duplicate detection, and reordering, and an acknowl-
edgment number confirming receipt of packets from the peer.

• Ordering Control: Three control bits—order, first, and last—control message ordering and
fragmentation. Setting the order bit enforces in-order delivery on sequence numbers, suitable
for stream semantics. Clearing it permits out-of-order delivery.

• Fragmentation Handling: For message spanning multiple packets, the first and last bits
act as delimiters. The sender ensures consecutive sequence numbers for packets of the same
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fragmented message, simplifying reassembly at the receiver.

This small yet flexible header design enables native support for message and optionally stream
semantics, delegating the specifics of data segmentation to upper layers.

Message Semantics. For communication patterns where message boundaries are essential but
strict ordering is not, Tux provides native message semantics. The sender transmits packets with
the order bit cleared. The receiver buffers incoming packets, reassembling a complete message
(using first/last bits if fragmented) before delivering it. Delivery can occur via POSIX recvmsg
or, in pushdown mode (Section 3.3.3), directly to a callback.

Stream Semantics. Tux can emulate an ordered byte stream for compatibility with TCP. To
achieve this, the sender divides the continuous data stream into discrete Tux packets, setting the
order bit in each. The receiver reassembles ordered packets sequentially using sequence numbers
and delivers them through standard POSIX interfaces (e.g., read/recv) for compatibility.

Delivery. The protocol enforces specific delivery rules based on the ordering requirements.
Ordered packets (order=1) are delivered to the application strictly in sequence, only after all
preceding packets have been consumed. Unordered packets (order=0) containing a complete
message can be delivered immediately upon arrival. If a message spans multiple packets, delivery
is deferred until all constituent packets have arrived.

Reliability. Tux ensures reliable data transfer through sequence numbers and acknowledg-
ments. Sequence numbers allow detection of duplicates and management of reordering. The
sender retains packets until the receiver acknowledges successful receipt up to a specific sequence
number (X), at which point packets with sequence numbers ≤ X are discarded. A straightforward
retransmission mechanism, based on timers and duplicate acknowledgments (triggered after three
duplicate ACKs), handles packet loss.

Packet Buffer Reclamation. Efficient memory management requires careful reclamation
of packet buffers. A buffer holding a packet is reclaimed only after the application has fully
consumed its contents. In in-order scenarios, reclamation occurs immediately upon consumption.
However, in mixed or out-of-order scenarios, reclamation of a consumed out-of-order packet
may be postponed until all packets with lower sequence numbers have also been consumed and
reclaimed, ensuring reliable duplicate detection.

UDP Encapsulation. Each Tux packet is encapsulated in a UDP packet which allows the
reuse of checksum hardware offloads for UDP on modern NICs. Hence, the Tux header does not
contain a checksum. When a Tux connection replaces a kernel TCP connection, it inherits the
TCP connection’s port assignments and next-hop routing information, allowing reuse of kernel
functionalities.

Comparison to SCTP. While both Tux and SCTP offer reliable, message-oriented trans-
port beyond TCP, Tux is not general-purpose and is specialized for database systems for both
compatibility and performance. SCTP is a general-purpose message protocol mainly used in
mobile networks with features [72] like multi-homing, multi-streaming, and a complex, extensible
chunk-based packet format that are unnecessary in database workloads. In contrast, Tux uses
a simpler header structure tailored for its dual stream/message interfaces and relies on UDP
encapsulation for common checksum hardware offloads, which are less frequently available for
SCTP. Thus, Tux prioritizes performance and tighter integration with database systems.
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Figure 3.4: Tux Stack - Each Tux network thread manages a set of NIC queues via a corresponding
set of AF_XDP sockets. Due to NIC receive-side scaling, packets of a Tux connection will also be
mapped to the same NIC queue and, hence, the same Tux network thread.

3.3.2 Tux Components

Figure 3.4 presents the internals of Tux stack which consists of a compatibility layer, a shared-
nothing architecture for managing concurrency and memory, the Tux runtime for running
pushed-down callback functions, and kernel-space NIC drivers, as discussed below.

Compatibility (Shim) Layer. Since most DBMSes run on top of the POSIX interface, Tux
implements a POSIX shim layer on top of Tux stack to support running unmodified DBMSes.
Tux intercepts glibc library (via LD_PRELOAD or linking) functions related to networking (e.g.,
connect/send/recv/epoll) and replaces them with Tux implementations to leverage the Tux
data path. Each Tux connection is uniquely identified by the file descriptor that represents an
established kernel TCP connection. The interposition for a kernel TCP connection is done once it
is established and the Tux handshake confirms that both ends are running the Tux stack.

Connection Establishment. Since a Tux connection is attached to a TCP connection and
running custom protocols, it needs to perform a handshake to confirm that both ends are running
the Tux stack. The handshake is initiated when a kernel TCP connection is established. The
handshake process involves sending a special Tux packet to the remote end. Only when both ends
receive a handshake packet can the Tux connection be considered established. If a handshake
packet is not received within a timeout, Tux stack falls back to using kernel-based TCP for
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compatibility.
Concurrency Management. Tux adopts a shared-nothing architecture to manage con-

currency and scalability. Tux uses a set of network threads to process network packets. Each
network thread is also responsible for executing callbacks when running in pushdown mode. Each
Tux connection is exclusively handled by a single network thread after establishment. Modern
NICs employ receive-side scaling (RSS) to deterministically distribute load among multiple NIC
queues, each processed by different CPU cores for scalability. This is typically achieved by hashing
transport-layer header values (e.g., IP addresses and ports), ensuring that all packets for the
same connection are directed to the same NIC queue. Consequently, once a Tux connection is
established, its corresponding NIC queue is fixed for the lifetime of the connection, eliminating
the need for inter-thread synchronization for connection state management.

Memory Management. To eliminate contention, Tux allocates a user-space memory region
per NIC-queue shared between userspace and kernel via the AF_XDP socket APIs [73]. The region
is divided into 4KB pages. Each page may be used as a packet buffer for both receiving and trans-
mitting by the NIC hardware. This ensures that all packets belonging to a Tux connection reside
in a memory region (UMEM region) shared between userspace and kernel, avoiding coordination
between NIC queues.

3.3.3 Pushdown Abstraction and Runtime

The pushdown abstraction can be viewed as a user-space extension of the eBPF paradigm, but
operating at the transport layer rather than on raw packets. Whereas kernel eBPF provides a safe
but restricted environment for filtering and simple packet operations, Tux pushdown exposes a
programmable interface on DBMS-relevant transport units: reliable messages and ordered byte
streams. This design elevates the programming model from low-level packets to semantically
meaningful objects—such as a SQL request, a log page, or a key–value lookup—matching the
abstractions DBMS developers actually care about. Unlike kernel eBPF, pushdown executes unre-
stricted user-space logic with access to the full runtime environment, while the Tux stack manages
transport-level complexity such as reliability, fragmentation, and reassembly. This approach
combines the efficiency of kernel-bypass with programmability, enabling DBMS developers to
attach logic directly to transport events. Currently, Tux supports two types of per-connection
callbacks on arrival of Tux messages:

• StreamCallback(TuxContext* ctx, void* user_state): The stream callbacks are executed
when the Tux connection has available input data. The callback may use POSIX APIs (e.g.,
read/recv/write/send) to read the data that provides in-order delivery and run arbitrary data-
processing logic. Stream callbacks are typically used to implement client-facing communication,
such as wire protocol and SQL command processing, where in-order delivery is necessary for
compatibility.

• MessageCallback(TuxContext* ctx, void* user_state, TuxMessage[] msgs): The message
callbacks are executed when a group of unordered Tux messages arrive. Message callback may
directly access the message content stored in the UMEM packet buffer without copying it to
the application buffer, as the lifetime of messages is the same as the callback execution. Such a
primitive can be used to build messaging without the overhead of parsing and copying. This is
useful for inter-node communication, where trading compatibility for performance is easier.
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1 struct tux_routine {
2 char* stack
3 bool uninterruptible
4 bool interrupted
5 }
6

7 def tux_preemption_signal_handler(signo):
8 r = active_routine
9 if r == null or r->uninterruptible or r->interrupted:
10 return
11 r->interrupted = true
12 switch back to tux network loop

Figure 3.5: Tux Preemption Signal Handler - Preemption is skipped when a tux routine is in
an uninterruptible state

Each callback function is associated with a single Tux connection identified by the correspond-
ing TCP connection’s file descriptor(fd). Developers may also associate the user state with the
callback upon registration. Tux stack provides a runtime for robustly running callback functions
for each connection which we describe next.

Tux Lightweight Task. A Tux callback is executed inside a lightweight user-space thread,
called Tux routine, that runs on the networking core, similar to a go-routine [74]. Each routine
maintains its own stack and a small region of memory for storing register values during context
switches on preemption. We avoid stackless user-level threads [75] as a stack-based design
provides better compatibility with unmodified user code, despite slightly higher context switch
overhead [76].

Grouped Execution. Running each Tux callback function in its own routine is inefficient,
as it incurs one context switch per invocation and requires a stack per routine. To reduce both
overheads, Tux runs multiple callbacks in a single Tux routine. This amortizes the cost of
switching and reduces memory usage. When a new group of callbacks is ready and there is no idle
or preempted routine available, Tux creates a new routine to run them. As a result, the number of
active routines is proportional to the number of preempted executions, not the total number of
Tux connections.

Scheduling. Tux time-shares between callback execution and network processing. Callbacks
are assigned a fixed time slice, while network processing runs without time constraints. Within the
time slice, Tux schedules callbacks using FIFO with a timeout. As shown in Figure 3.6, callbacks
are invoked in arrival order from a task queue. If the time slice expires while a callback is still
executing, the routine is preempted and moved to the end of the queue, allowing other callbacks
to run in the next round. This prevents a long-running callback function from monopolizing CPU
resources. To handle blocking I/O, Tux converts common glibc calls (e.g., pread/pwrite) into
asynchronous I/O via io_uring, voluntarily yielding control back to the Tux scheduler.

Preemption. Tux uses Linux signals to perform preemption for its wide availability in both
cloud VM and bare-metal hardware. The main scheduling thread (Figure 3.4) checks the run time
of each active tux routine and sees if it exceeds the allocated time slice. When a violation happens,
it sends a signal to the thread running the routine which is processed by a signal handler, as shown
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Task Queue at time 0

A: 1 µsB: 2 µsC: 3 µsD: 3 µsE: 150 µsF: 5 µsG: 4 µs

Time Slice: 100us

Task Queue at time 100us: 
1. E is preempted and placed at the end of the queue
2. Network processing is scheduled after preemption

E: 59 µs F: 5 µsG: 4 µs
Network 

Processing

Figure 3.6: FIFO Scheduling with Timeout - E is preempted after the time slice is exhausted;
E is enqueued to give other tasks a chance to run. Network processing is scheduled between
callback executions.

in Figure 3.5. The handler performs a context switch on the actively running Tux routine and
switches back to the network processing context. Because the Linux signal has an overhead of a
few microseconds, as shown in Figure 3.1, we limit the time slice to be at least 100µs to make
sure the preemption overhead is not significant. This approach offers a practical balance between
minimizing tail latency for short tasks and maintaining high overall throughput [77].

Uninterruptible Region. There are cases where preemption causes problems. For example,
when Tux routine is manipulating Tux runtime data structures, preemption might cause the
runtime data structures to be in a corrupted state, resulting in crashes. Tux routine leverages a
flag (uninterruptible) in memory to denote whether a callback is in an uninterruptible state. Tux
runtime leverages such a flag to build critical sections that cannot be interrupted or preempted.
As shown in Figure 3.5, after receiving the preemption signal, Tux checks the flag and aborts the
preemption attempt if the uninterruptible flag is set. Tux also makes sure that the preemption
handler itself is implemented in a re-entrant fashion.

3.3.4 DB-Network Stack Co-Design Patterns

Next, we describe several co-design patterns enabled by the proposed push-down abstraction
to avoid scheduler overhead. Our key design principle is to optimize away the kernel scheduler
overhead for short-running DBMS operations as they are most severely impacted by the cost of
context switch and long-running requests.

Complete Pushdown: For workloads dominated by very simple, fast operations, the entire
request processing logic can be executed within a callback on the Tux networking cores. Examples
include point lookups/updates in key-value stores or caches, and simple storage reads, where
request processing time is typically in the tens of microseconds. This pattern minimizes scheduling
overhead and maximizes cache efficiency for these latency-critical requests. This pattern works
for both callback types.

Selective Pushdown: Many database workloads involve a mix of short-running and long-
running requests [78]. For more complex transactions (e.g., TPC-C Stock-Level), range queries,
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1 def tux_auto_scale(U_useful: [0, 1]):
2 N = num_tux_net_thread
3 if N >= num_nic_queues:
4 return
5 if U_useful > T_scaleup:
6 Allocate thread T_N+1
7 Rebalance NIC queues among N+1 threads
8 else if U_useful < T_scaledown && N > 1:
9 Remove thread T_N
10 Rebalance NIC queues among N-1 threads

Figure 3.7: Tux Auto Scaling Algorithm

aggregations, or joins, which might run for longer durations or require coordination/parallelism
across multiple cores, it is often beneficial to dispatch them to the DBMS’s existing worker pool.
Developers can implement this by registering a callback that acts as a dispatcher. The callback
parses the incoming request, identifies its type or complexity, and decides whether to process it
directly for better efficiency or forward it to a worker pool for better tail latency.

3.3.5 Auto-Scaling Tux

Executing callbacks on the network core consumes CPU cycles. When a single core is overloaded,
latency will increase dramatically. Tux introduces an auto-scaling mechanism that reacts to
CPU overload to spread the load over multiple network threads. Tux adopts a per-core CPU
utilization-based scaling strategy. Specifically, Tux tracks the fraction of CPU cycles spent in user
space doing useful work, defined as Uuseful , which is derived from 1 − Upolling where Upolling is
the fraction of CPU cycles spent in kernel drivers. Tux periodically checks the Uuseful of each
network thread in the main scheduling thread. The scaling steps are described in Figure 3.7.
When the Uuseful estimation exceeds a threshold Tscaleup , Tux allocates a new network thread and
redistributes the NIC queues among the new set of network threads. Due to Tux’s shared-nothing
design (i.e., a NIC queue and all the connections belonging to the queue are exclusively managed
by a single network thread), Tux only supports scaling the number of network threads up to the
number of supported NIC queues. Similarly, when Uuseful drops below a threshold Tscaledown , Tux
removes a network thread and re-balances the NIC queues among the new set of network threads.

3.3.6 Discussion

Deployment. One limitation Tux has is that it requires both ends to run the Tux stack and
protocol. This is reasonable for inter-node communication among a distributed or disaggregated
DBMS where DBAs typically have more control over deployment compared to communication
between clients and the DBMS. However, we believe this limitation to be less of a concern as
eBPF, on which Tux relies, is getting increasingly widespread [79] in the cloud [80]. Compared to
DPDK-based solutions, Tux does not require kernel modules or full NIC control or huge-pages.
Furthermore, the Tux compatibility mode allows easy integration with applications to connect to
a Tux-enabled DBMS server.
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Generality. While this work was motivated by the specific bottlenecks we observed in high-
performance OLTP database systems, the design principles are broadly applicable. The core
patterns embodied in Tux are well-suited for a wide range of data-intensive, latency-sensitive
applications, particularly those that handle a mix of request complexities and benefit from a
message-oriented communication. Beyond caches we explored in the paper, microservices, API
gateways, and HTTP servers could leverage selective pushdown to handle simple tasks on the
network cores while dispatching more complex requests to a worker pool. Even in analytical
(OLAP) workloads, where long-running queries are not ideal for pushdown, the underlying high-
performance data path can accelerate the data shuffling and transfer of intermediate results in
distributed query execution. We leave these extensions as future work.

Security. Tux is designed to be encryption-agnostic, operating at the transport layer un-
derneath userspace libraries (e.g., OpenSSL) that provide Transport Layer Security (TLS). By
preserving TCP-compatible byte-stream semantics, Tux supports standard protocols like TLS
1.2/1.3 without modification. The Tux stack neither inspects nor alters encrypted payloads, and
no sensitive material such as TLS keys or certificates is exposed outside of the DBMS process.
Consequently, Tux provides the same security guarantees as other kernel bypass stacks that focus
on accelerating the transport layer.

3.4 Implementation and Optimizations

We next describe several key implementation details of the Tux stack that enable robust and
efficient kernel-bypass execution. These include concurrency management, safe handling of
thread-local storage in user-space task switching, and optimizations for avoiding preemption
overhead for short callbacks and optimizations for batching to reduce the cost of using kernel-space
drivers.

Managing Concurrency. DBMS worker threads interact with Tux connections through
standard POSIX interfaces (e.g., send/recv). To safely support concurrent access, Tux uses
per-connection latch for safety. This design is based on the observation that most connections
are typically accessed by a single DBMS thread, making latch contention rare. Additionally, Tux
network threads are decoupled from these latches during normal operation. Instead, each Tux
connection uses two lock-free ring buffers: one for queuing incoming packets to be consumed by
the DBMS, and another for outgoing packets. This design minimizes contention between DBMS
threads and network threads.

Handling Thread-Local Storage. Modern DBMSes and memory allocators rely heavily
on thread-local storage (TLS) for scalable synchronization. However, when a Tux routine is
preempted mid-execution, it may leave TLS variables in an inconsistent state. Since all routines
share the same OS thread, switching to another routine can potentially corrupt TLS variable state.
On x86, TLS is accessed via a segment register whose base address is stored in the fsbase (or
gsbase) register. To support arbitrary callback functions that use TLS, each Tux routine maintains
a dedicated region of memory for TLS storage. During context switching, Tux saves and restores
the segment base register using rdfsbase/wrfsbase instructions, ensuring TLS isolation between
routines.

Avoiding Preemption Overhead. To avoid unnecessary preemption, the Tux runtime tracks
the execution time of each routine. If a routine has consumed more than 90% of its time slice

59



Tux 
Protocol 

Processing

Notify 
poll/epoll
Waiters

NIC TX

Callback 
Execution

Queue 
Egress Tux 

Packets

NIC RX-
Polling

sysenter

Kernel

Userspace

Write-path 
Batching

Read-path 
Batching

Combined RX/TX with 
one kernel-crossing

NIC RX-
Polling

sysret

Time

Zero-Copy Packet Buffers

Figure 3.8: One Iteration of the Processing Loop in a Tux Network Core and Optimizations

to Reduce System Call Overhead - Read-path Batching busy-polls in the kernel NIC driver to
collect a batch of packets; Write-path Batching prepares a batch of packets before going into the
kernel; Combined RX/TX performs packet transmission and RX polling with a single system call

after finishing a callback, it voluntarily yields control to the scheduler. This optimization allows
routines running short callbacks to avoid being preempted entirely, reducing preemption overhead
while maintaining fairness.

Optimizations for using Kernel Drivers. As explained in Section 3.2.3, using kernel-space
drivers introduces kernel-crossing overhead. To mitigate this, Tux’s network processing loop,
shown in Figure 3.8, is designed to maximize batching and minimize system calls. The loop begins
with Read-path Batching. Instead of making a system call per packet, Tux uses a single call
to leverage kernel-side polling, which disables interrupts and receives an entire batch of packets
into the shared UMEM buffer. After protocol processing, Tux notifies any DBMS threads waiting
on poll/epoll and then proceeds to execute callbacks, allowing for better pipelining between
the network stack and DBMS workers. ForWrite-path Batching, outbound packets generated
by both DBMS threads and callbacks during this process are queued. At the end of the loop, all
queued packets are sent in a single batch. This pipeline enables an optimization where the system
call to transmit the outbound batch is combined with the call to poll for the next inbound batch.

With these optimizations, Tux effectively pays only one kernel-crossing overhead on the
critical path for an entire request-response cycle, drastically amortizing the per-packet system
call cost.

3.5 Evaluation

In this section, we conduct extensive experiments to answer the following questions:

• How does Tux perform on real-world high-performance database systems? (Section 3.5.2)

• How much performance benefit does the push-down abstraction provide for database
systems? (Section 3.5.3)
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Kernel Bypass Stack Redis VoltDB Memcached

F-stack 678 1,300 –
Demikernel 1,958 – –
TAS 0 – 0

Tux (Compatibility) 0 0 0
Tux (Pushdown) 63 – 59

Table 3.2: Code changes for porting DBMSes to kernel bypass stacks

• What are the performance benefits of using native unordered message-based communication
for database systems? (Sections 3.5.3 and 3.5.5)

• What are the benefits of tighter co-design between DBMS work scheduling and Tux stack
on transaction throughput and tail-latency? (Section 3.5.4)

3.5.1 Baselines and Environment

We compare Tux mainly against four kernel-bypass systems: TAS [15] at commit d3926b, F-
stack [16] at commit bdd7bed, and Demikernel [17] at commit db4b938, ScyllaDB v6.1.0 with
userspace TCP stack running on DPDK v23.07.0. TAS runs a user-space TCP stack in a process
as a microkernel service. DBMS connects to the TAS process via shared memory. F-stack and
Demikernel are single-threaded user-space TCP stacks that adopts a run-to-completion execution
model and runs directly in the same DBMS process. We configure Tux runtime to use a preemption
time slice of 100µs.

All experiments are conducted on two c5n.4xlarge instances on AWS. Each instance has
16 vCPUs virtualized from an Intel(R) Xeon(R) Platinum 8124M CPU @ 3.00GHz and 42 GB of
memory. The instances are closely placed in a single availability zone and via the cluster placement
group policy [81]. The system uses an unmodified Linux kernel (v6.8.0) running Ubuntu 24.04.
The instances are equipped with Elastic Network Adapter running v2.13.2g driver with 25Gb/s
bandwidth. We use a Maximum Transmission Unit (MTU) of 3498 bytes supported by ENA [82].
The measured median round-trip time between two instances is about 34 µs with DPDK.

3.5.2 Comparison on Real-World Systems

We start by evaluating Tux against kernel-bypass baselines on four real-world database systems
and a cache system. By default, we use the TAS kernel-bypass stack on the client instance to
communicate with the server. This allows a fair comparison as both the server and client sides
are running kernel-bypass stacks. By default, we use stream-based callback for Tux pushdown
mode as the benchmark focuses on client-DBMS communication, where TCP-style byte-stream
compatibility is required. We evaluate the message interface in the next sections. We list code
changes required for porting to use various kernel bypass stacks in Table 3.2. F-stack and
Demikernel both require orders of magnitude more code changes compared to Tux due to new
APIs and architectural constraints.
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Linux
F-stack

TAS

Tux-Pushdown

Tux-Compat

Figure 3.9: Throughput-Latency on Redis - Tux variations deliver the highest throughput and
lowest latency (Workload: 100% GET, Database: 1M 1KB-sized records).

Redis

We use memtier_benchmark [83] to generate GET requests with a uniform key access pattern to
the Redis server storing 1M 1KB-sized records. We increase the load by increasing the number of
connections to 128, each with a pipeline depth of 1.

The results are shown in Figure 3.9. Tux-Compat delivers the highest achievable throughput,
outperforming Linux/F-stack/TAS by 2.47×/1.64×/1.27×. While Tux-Compat mode achieves
higher throughput than Tux-Pushdown, it requires two cores, which pipelines Redis command
processing and Tux protocol processing compared to just one core in Tux-Pushdown. When
operating at 90% of Linux achievable throughput, Tux-pushdown improves P50 latency by
4.1×/2.63×/1.74×/1.23× and P99 latency by 5.25×/2.45×/1.87×/1.3×, compared to Linux/F-
stack/TAS/Tux-Compat, with only 59 lines of modifications to Redis. We omitted results for
Demikernel as it does not scale beyond 70K/s throughput due to a bottleneck in its co-routine
scheduler.

Latency Breakdown. To understand each kernel bypass stack in more detail, Figure 3.10
presents the server-side latency breakdown at a relatively low load (throughput=50K/s). First,
all kernel-bypass systems have lower latency compared to the Linux stack, as expected. The
reductions are from more efficient network stacks and reduction in kernel-boundary crossings.
TAS has a slightly better overall latency compared to Tux-Compat because it uses busy-polling
on shared memory which has lower latency than Tux-Compat’s epoll-based communication.
Tux-Pushdown offers the lowest overall server-side latency for serving a request, despite using
kernel drivers, outperforming F-stack by 18%. We attribute this improvement to the optimizations
Tux employs for using kernel drivers, efficient implementation, and protocol simplicity.

VoltDB

We evaluate Tux’s compatibility mode on VoltDB (configured with 8 worker threads) against
Linux and F-stack. TAS was excluded as it does not support the local loopback TCP connections
used internally by VoltDB. Integrating the single-threaded F-stack was invasive, requiring 1300
lines of code change [84] and limiting its evaluation to a single I/O thread. In contrast, Tux works
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Figure 3.10: Server-side Latency Breakdown of Redis GET Request on Kernel Bypass

Stacks - (Throughput = 50K ops/s on 1M 1KB-sized records, excluding polling, queueing, and
off-CPU time).

(a) 1 VoltDB I/O Thread (b) 4 VoltDB I/O Threads

Figure 3.11: Throughput-Latency of YCSB-C Transactions on VoltDB - Marker=p50;
whisker=p99. Tux scales to 2.3× higher transaction throughput and significantly improves
median and p99 latency. (F-stack results are excluded for 4 I/O threads as it does not support
multiple I/O threads for VoltDB)

with zero modifications.
As shown in Figure 3.11, Tux’s CPU-efficient protocol and stack deliver significant gains.

With a single I/O thread, Tux improves throughput by up to 1.87× and reduces p99 latency by up
to 4.72× compared to the baselines. When scaling to 4 I/O threads—a configuration F-stack cannot
support—Tux achieves 2.3× higher throughput than Linux, while also reducing median and p99
latency by 2.17× and 2.82× respectively. These results demonstrate that Tux provides substantial
throughput and latency improvements on a full-fledged relational OLTP system without any code
modification.

ScyllaDB

We evaluate Tux on ScyllaDB—a system engineered from the outset for maximum performance
with an optional user-space TCP/IP stack on DPDK. Its shared-nothing, shard-per-core design [85]
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Figure 3.12: Throughput-Latency on ScyllaDB - Tux-Compat provides end-to-end substantially
lower P99 latency and comparable P50 latency compared to ScyllaDB’s DPDK+TCP stack and
POSIX stack (Workload: YCSB-C, Database: 106 1KB records, # Tux Net Thread=1)

intentionally co-locates TCP/IP processing with query execution to minimize kernel involvement
and synchronization. Because this design executes each query on a single core without latches,
Tux ’s pushdown mode (which would run DBMS logic on networking cores) is incompatible: it
would require safe cross-core access to database objects. We therefore run Libtux in compatibility
mode to transparently replace the POSIX stack. We use cassandra-stress [86] to generate a
YCSB-C workload, configuring ScyllaDB with 8 CPU cores under both the POSIX and native
TCP+DPDK stacks. For Tux-Compat, we dedicate 7 cores to request processing and 1 core to the
Tux network thread.

As shown in Figure 3.12, Tux-Compat achieves a similar peak throughput to ScyllaDB’s
TCP+DPDK stack; both outperform the POSIX stack by 36%. At low to moderate load (<120K
ops/s), Tux-Compat delivers 13–23% lower median latency and 20–31% lower P99 latency than
the native TCP+DPDK stack. At higher loads, however, the native TCP+DPDK configuration
pulls ahead—consistent with ScyllaDB’s design intent—because packet processing and request
handling run on the same cores, avoiding IPC, and scaling more smoothly. In contrast, Tux ’s
single network thread becomes a bottleneck as load increases, which is reflected in the steeper
latency growth for Tux-Compat. The small gap overall is attributable to Tux ’s simple protocol
and batching optimizations.

Memcached

We evaluate Tux on Memcached, configured with 8 worker threads, comparing it against TAS
and Linux, as Demikernel and F-stack are incompatible with its multi-threaded architecture. We
test Tux in three configurations: compatibility mode (Tux-Compat), pushdown mode on a single
network core (Tux-Pushdown-Net1), and pushdown with autoscaling. Integrating the pushdown
mode required only 59 lines of code, a minimal change attributed to the natural fit between Tux’s
interface and Memcached’s event-driven processing model.

The results in Figure 3.13 show that Tux’s latency benefits become more prominent as load
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Figure 3.13: Throughput-Latency on Memcached - Tux delivers the highest throughput;
Pushdown mode consumes the least CPU resources at a given throughput point. (Workload: YCSB-
C with 1KB payload; Tux-Pushdown-Autoscale Configuration: Tscaledown = 0.2, Tscaleup = 0.9).

increases. While the performance gap between compatibility and pushdown modes is within
25% at low loads, the trade-offs become clear at scale. Tux-Compat can achieve higher peak
throughput than Tux-Pushdown-Net1 because it pipelines command processing in worker threads
with network processing in the Tux thread. However, with auto-scaling enabled, the pushdown
mode outperforms all other configurations, achieving 2.18×/ 2.28×/1.28× achievable throughput
compared to Linux/TAS/Tux-Compat, respectively. At 90% of Linux’s maximum throughput, this
configuration reduces p99 latency by 4.19×.

These latency reductions are accompanied by substantial CPU savings. While Linux requires
≈4.45 cores near its peak, Tux-Pushdown-Autoscale uses only 1.22 cores (a 72.66% reduction).
This efficiency stems from utilizing CPU cycles that would be spent polling to instead execute
Memcached commands. In contrast, TAS exhibits very high CPU usage (13.04 cores) for a modest
latency reduction, a result of its busy-polling IPC mechanism. The Tux auto-scaling mechanism
dynamically allocates cores as the offered load increases to maintain low latency while maximizing
resource efficiency.
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Figure 3.15: Server-side Per-Request Overhead Breakdown for Various Packet Delivery

Approaches - we categorize CPU time spent in Tux-Runtime (Tux-Runtime), network packet
processing (Packet-processing), and executing DBMS logic (Callback-Exec.) .

3.5.3 Benefits of Push-down Execution and Message Interface

To quantify the benefits of pushdown execution and the message interface, we built a transactional
key-value store server using LeanStore [87] to execute YCSB-C and YCSB-F stored procedures.
The server uses a dedicated I/O thread to read from Tux and dispatch requests to a worker thread.
In our controlled experiment, we use one I/O thread and one worker thread. The results are shown
in Figure 3.14. The Tux-Compat baseline uses three threads (I/O, worker, and network), enabling
pipelining, whereas pushdown mode uses only a single thread for all tasks. Despite losing this
pipelining, pushdown with a stream callback still reduces median latency on YCSB-C/YCSB-F by
11% and 31% respectively, due to lower scheduler overhead and cache coherence traffic. Switching
to the message-based callback provides a further median latency reduction of 22% and 16% by
eliminating byte-stream parsing and data copying. Overall, message-based pushdown improves
p99 tail latency by up to 70% compared to the pipelined Tux-Compat baseline.
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Figure 3.16: Cumulative One-way Latency Distribution for Transferring 1024-byte Mes-

sages under Varying Packet Loss Rate - Unordered transfer achieves the lowest latency under
loss

3.5.4 Benefits of DB-Network Stack Co-designs

This section demonstrates how co-designing DB transaction scheduling with Tux optimizes the
TPC-C workload on LeanStore, which features a mix of 92% short (Order-Status, New-Order,
Payment) and 8% long (Stock-Level and Delivery) transactions. We compare three approaches:
(1) No-Pushdown, a baseline using Tux’s compatibility mode to feed two LeanStore worker
threads; (2) Complete-Pushdown, which executes all transactions in callbacks on a single Tux
network thread; and (3) Selective-Pushdown, where a callback acts as a dispatcher, executing
short transactions directly but forwarding long ones to the worker threads. For the latter, we
evaluate two variants using message groups of size 1 and 32, as larger groups can improve resource
utilization via better pipelining.

The results are summarized in Figure 3.17 at a throughput of 31,000 transactions/s. The
selective pushdown approach with group size of 32 messages provides the best performance
for short transactions, reducing median latency by 30% versus No-Pushdown and 57% versus
Complete-Pushdown. The p99 latency improvements are even more pronounced, with reductions
of 52% and 69%, respectively. Even long transactions benefit, with an 8% latency reduction
compared to No-Pushdown, primarily because the callback bypasses the LeanStore I/O thread,
reducing communication overhead.

In terms of resource efficiency, selective pushdown with GroupSize=32 achieves 54% higher
throughput per core than No-Pushdown, while sacrificing only 15.3% efficiency compared to
Complete-Pushdown. This trade-off is justified by the substantial latency improvements for the
dominant, performance-critical short transactions in the TPC-C workload.

3.5.5 Cost of Ordering and Byte-Stream Interface

In this section, we quantify the costs of a streaming interface and of enforcing delivery order.
Figure 3.15 shows a breakdown of server-side CPU time when transferring tuples of varying
sizes between two machines over a Tux connection. We compare unordered message delivery,
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Figure 3.17: End-to-end Latency of TPC-C on Networked LeanStore - Selective pushdown
with 32-message group results in lowest median/p99 latency for short/long transactions (We use a
database of 10 warehouses with an 8GB buffer pool running at ≈ 31,000 transactions/second; We
use message-based callback for pushdown mode).

ordered message delivery, and a stream-based interface. To eliminate IPC overhead, we ran Tux in
pushdown mode; the callback simply copies data into an application buffer. Stream-based delivery
is up to 1.96× slower than the message-based interface because the callback must parse tuples
from a byte stream and copy data. Ordered and unordered message delivery have nearly identical
costs in our runs: on AWS, packets arrive almost entirely in order for a flow (TCP/UDP), and our
implementation detects this case and bypasses the reorder buffer (implemented with std::map in
C++). Finally, the Tux-runtime cost increases with tuple size because larger tuples span more
packets. Since Tux processes fixed-size packet batches per routine invocation, larger tuples trigger
more invocations and context switches. We leave further runtime optimizations to future work.

To quantify the cost of in-order delivery, we simulate packet loss by dropping packets randomly
on the sender side which results in receiver side buffering and reordering packets for in-order
delivery. The results (Figure 3.16) show significant latency advantages of unordered messaging
over ordered delivery under packet loss conditions. At 1% packet loss rate, unordered messaging
achieves 42.5%/39.2%/34.1% lower median/P90/P99 latency. At moderate 0.1% loss rates, unordered
messaging reduces median/P99 latency by 11.1%/23.7%. This performance improvement stems
from unordered messaging’s ability to bypass head-of-line blocking and sorting that plague ordered
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protocols during packet loss events.

3.5.6 Impact of Preemption Frequency

We next study the impact of preemption on throughput and tail latency. We use a workload
that consists of 99% GET and 1% scan operations on the Networked LeanStore server. The scan
operation scans 5,000 records. We configure LeanStore to run request processing in message
callback executing in the pushdown mode. The results are shown in Figure 3.18. We vary
the preemption timeslice from 5µs to 1ms. Generally, small preemption timeslice results in
lower throughput due to signal and context switch overhead. With a 5µs preemption timeslice,
throughput is 40% lower compared to that of 500µs. After a 100 µs timeslice, the throughput
improvement plateaus as the preemption does not add significant overhead. On the other hand,
with a 65µs timeslice, the p99 latency for GET operation is 2.5× lower compared to a 1ms timeslice.
Smaller preemption timeslice also results in longer tail latency for scan, as short operations are
prioritized. However, we find timeslice near 100µs is a sweet spot that balances throughput, tail
latency for short-running callback function, and timely network processing.

3.6 Related Work

While Section 3.2 focused on the networking mechanisms and prior designs that directly moti-
vate Tux, this section places Tux in the broader landscape of DB-OS co-design, kernel bypass,
programmable networking, and low-latency scheduling.

DB-OS Co-design A significant body of research focuses on co-designing database systems to
work more efficiently with the underlying OS. libdbos [88] and CumulusDB [89] explore running
DBMS in privileged kernel space for designing more powerful abstractions. Another line of
research focuses on optimizing scheduling within DBMS engine, including cooperative scheduling
using coroutines to hide latency for memory and I/O [76,90–93] and task-based parallelism [94],
as well as preemptive techniques like userspace interrupts to prioritize short transactions [95].
While these improve internal efficiency, Tux tackles the complementary bottleneck at the DB-OS
network stack/scheduler boundary [9].
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More Kernel Bypass Systems. IX [50], Arrakis [96] and Pegasus [97] redesign the OS
dataplane by removing most kernel-mediated I/O or IPC via user-space data paths, runtimes, and
specialized APIs. In contrast, Tux focuses on stock Linux kernels and virtualized NIC hardware in
the cloud rather than requiring new OS or kernel modules. MICA [98] holistically co-designs an
in-memory KV store and its I/O path to maximize single-node throughput. In contrast, Tux is not
an application redesign; it is a transport/runtime substrate that lets DBMSes gain similar benefits
via message semantics and selective pushdown. Systems like eRPC [99] provide a high-level
RPC interface, whereas Tux operates closer to the transport layer, offering both a compatible
byte-stream interface and direct programmability via pushdown. Similarly, while Machnet [100]
offers high-performance messaging, its sidecar architecture introduces IPC overhead that Tux’s
pushdown eliminates, and its in-order messaging can suffer from head-of-line blocking that
Tux’s unordered messaging avoids. Recent systems like Shinjuku [101], LibPreemptible [102],
and Caladan [103] introduce microsecond-scale preemptive scheduling to improve tail latency
and resource efficiency with the help of a specialized kernel module or user-space interrupt
hardware. Tux can integrate or complement its preemptible runtime with these techniques to
reduce preemption overhead.

3.7 Summary

We presented Tux, a high-performance drop-in networking stack for database systems. Tux
achieves high performance without sacrificing compatibility by building on eBPF/XDP, enabling
it to work with unmodified DBMSs while avoiding the complexity of kernel modules or exclusive
NIC access. Through a message-based transport protocol and a pushdown abstraction for pro-
grammability, Tux eliminates key bottlenecks in the kernel network stack and OS scheduler. Our
experiments show substantial improvements in throughput, latency, and CPU efficiency across
real-world database systems, with minimal porting efforts. We believe Tux provides a practical
and robust path forward for deploying high-performance, co-designed database networking in
modern cloud environments.
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Chapter 4

Practical and Performant Array-Based

Translation for Buffer Management

4.1 Introduction

The previous chapter showed how database-aware networking can remove a major DB–OS
bottleneck without giving up compatibility and deployability. This chapter turns to another
OS-facing component on the database critical path: buffer management. A DBMS buffer pool
lets a database support data sets larger than physical memory while keeping frequently accessed
pages cached in DRAM, making it central to both performance and resource control. When the
DBMS’s internal components (e.g., query executors, index) access data via logical page identifiers,
they use the buffer pool to retrieve an in-memory buffer frame for the requested page. Thus, the
core operation of a buffer pool is translation: mapping a logical page ID to an in-memory frame.
Translation sits on the critical path of nearly every page access, so a buffer pool must keep it fast
while retaining fine-grained DBMS control over page I/O and eviction.

Although buffer pool design and implementation are old topics in databases [104], modern
workloads have made the translation path more important. Recent high-performance buffer-pool
designs [22,31,88,105,106] primarily target OLTP-style workloads dominated by B-tree traversals.
The rise of retrieval-augmented generation and semantic search is pushing DBMSs to also support
vector search [26,107,108]. These workloads stress the buffer pool in different ways [109]: partition-
based indexes are scan-heavy [4,110,111], while graph-based indexes perform irregular, high-
fan-out traversals [3,5,112]. The visible cost of translation is roughly inversely proportional to
the useful computation performed per page, and is especially exposed in vector search where a
single query often spends most of its time accessing hundreds to thousands of pages [109] rather
than traversing only a few B-tree levels. Hence, a modern buffer pool must provide fast access
across scans, B-tree lookups, and graph traversals, while still integrating cleanly with DBMS data
structures.

The central design choice is where to keep the translation state. Existing systems either
manage it inside the DBMS or delegate it to OS page tables [24]:
DBMS-managed: The most common approach is for the DBMS to maintain the buffer pool’s page
table in user-space. Most production DBMSs implement the buffer-page translation table as a user-
space hash table that maps logical page identifiers to buffer frames [25,26,113,114]. This design is
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popular because it preserves deployability and keeps eviction and I/O policy under DBMS control,
but it introduces significant costs on the translation path: pointer chasing, and synchronization,
while hash functions also inherently scatter adjacent page IDs. As a result, scan-heavy workloads
lose prefetch efficiency in modern CPU, and high-parallelism graph workloads suffer from reduced
memory-level parallelism. Predictive translation can improve hash-table translation [106], but
it is workload-dependent and still cannot hide the translation overhead for the scan-heavy and
graph workloads. Pointer swizzling can remove software translation [31,105,115], but eviction
then has to coordinate with data-structure internals. Before a page can be evicted, the DBMS must
find and unswizzle every in-memory pointer to it, which is difficult for structures with cyclic or
many-to-many page references such as graphs and doubly-linked B-tree leaves.
OS-managed: An alternative is to store the translation state in OS-managed hardware page
tables [22,88], where the TLB accelerates resident-page lookup. However, this couples the DBMS
with OS page-table management, weakens control over eviction and I/O scheduling, and requires
kernel changes for scalable page fault handling [22,88]. A further structural limitation is the page
granularity mismatch: DBMSs need fine-grained page I/O (4–32KB), yet huge pages (2MB) are
essential for TLB efficiency. Because the OS cannot cleanly evict a single 4KB subpage from a
mapped 2MB huge page [116–118], these systems must choose between 4KB pages with higher
TLB pressure or 2MB pages with larger I/O amplification.

We validate this trade-off empirically on vector search. Figures 4.1 and 4.2 compare vmcache
(OS-managed) and a hash-table pool (DBMS-managed) for serving graph-based vector index
(HNSW) and partition-based vector search index (IVF) using the SIFT10M dataset in both the
in-memory and larger-than-memory scenarios. vmcache outperforms the hash-table pool by 2.3×
in memory because the hardware MMU and TLB handle resident-page lookups with no software
overhead, but falls behind by up to 1.6× out of memory because vmcache is bottlenecked by the
kernel virtual memory subsystem, as indicated in the CPU cycle breakdown in Figure 4.3.

Our broader experimental analysis across scans, B-tree lookups, and graph traversal further
shows that no single existing mechanism is preferable for these access patterns while also sup-
porting huge pages and fine-grained DBMS I/O control. These limitations motivate the goal of
this chapter: retain the full policy control of DBMS-managed translation state while approaching
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Table 4.1: Key Properties and Workload Efficiency of Buffer-Pool Designs - Comparison
of the three translation-data-structure classes. Workload-efficiency cells report SS, RS, PL, and
GT using color-coded badges, where green, yellow, and red indicate strong, mixed, and weak
efficiency. GT† in the pointer-swizzling column denotes limited support for graph-style workloads
due to multi-parent references. The property columns summarize huge-page friendliness, required
OS modifications, I/O control, and memory-overhead scaling.

Translation Structure

Where

Stored

Key Properties Translation Performance

4KB I/O with Huge-

page-backed Frames

OS

mods

I/O

control

Memory

overhead

Baseline

+ Predictive

Translation

+ Pointer

Swizzling

Hash Table Translation DBMS yes none full O(# cached pages) SS RS PL GT SS RS PL GT SS RS PL GT†

Hardware Radix Page Table OS Kernel no mixed mixed O(# storage pages) SS RS PL GT \ \
Array Translation (Calico) DBMS yes none full O(# storage pages) SS RS PL GT SS RS PL GT SS RS PL GT†

the translation efficiency of OS-managed page-table mechanisms, without invasive changes to
data structures or OS kernel modifications.

In this chapter, we present Calico, a DBMS-managed buffer pool based on array translation:
each logical page ID serves as an offset into a translation array that maps to buffer frames. This
design avoids hash probing and pointer chasing on the translation path, keeps integration non-
invasive via the existing page-based interface, and decouples logical translation from OS page
tables. As a result, Calico can back frame memory with 2MB huge pages for TLB efficiency
while preserving fine-grained DBMS-managed eviction and I/O. While array translation for
buffer management is not new [104], it has seen very limited research and deployment because
large, sparse, hierarchical page identifiers [119–123] in modern DBMSs made flat arrays too
expensive in terms of memory consumption. Calico makes the approach practical and performant
through three techniques: multi-level translation with path caching for managing sparse
hierarchical IDs efficiently (Section 4.4.1), active hole punching to reclaim cold translation
memory (Section 4.4.2), and group prefetch to hide indirection latency during high-fan-out graph
traversal (Section 4.5). On modern hardware, these mechanisms let array translation match OS-
based page table translation performance while substantially outperforming hash-table translation
across scans, B-tree lookups, and graph traversal.

We implemented Calico as a drop-in replacement for PostgreSQL’s buffer manager with
about 2.6K lines of code changes. The rest of this chapter first analyzes why existing translation
mechanisms fall short across scans, B-tree lookups, and graph traversal, and then shows how
Calico decouples logical translation from OS page tables so that the DBMS can combine low-
overhead array translation, huge-page-backed frames, and fine-grained eviction and I/O control
in a single design. The evaluation shows that Calico reduces translation overhead compared
to state-of-the-art designs while remaining competitive with hardware-assisted translation: it
improves pgvector by 2.9–3.95×, speeds up scan-heavy PostgreSQL queries by up to 3×, and
outperforms in-memory-only libraries such as Faiss [124] when data is resident.
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4.2 Background and Motivation

We now characterize the workload requirements that matter in modern workloads and use them
to motivate a design-space decomposition of buffer-pool translation.

4.2.1 Workload and Operational Requirements

Translation sits on the critical path of every page access, but different workloads stress it differently.
To evaluate designs systematically, we distill modern buffer pool accesses into four patterns that
each exercise a distinct aspect of the translation mechanism.
Sequential scan (SS) streams through long contiguous page ID ranges (e.g., heap scans, cluster
scans in IVF index [4,110]). This is especially important for scan workloads with small per-page
computation, such as accessing pre-computed zonemaps or vector distance computation, where
translation overhead is not fully amortized by tuple processing.
Point lookup (PL) captures latency-sensitive random access such as a B-tree root-to-leaf descent.
Each translation is followed by a data-dependent load on the returned frame, so per-access
translation latency directly determines throughput.
Range scan (RS) begins with a short dependent lookup phase (e.g., B-tree descent) and then
scans consecutive leaf or posting-list pages. It combines the dependency-chain sensitivity of PL
with the locality demands of SS.
Graph traversal (GT) captures irregular, high-fan-out graph traversals such as HNSW beam
search [3,5,112]. Expanding a single nodemay issue dozens of neighbor translations simultaneously,
so GT rewards designs that expose memory-level parallelism and penalizes those with serializing
dependency chains.

These four patterns span the locality and parallelism axes that modern buffer pools must
handle simultaneously. We label them SS, RS, PL, and GT throughout the paper and use them in
Table 4.1 and Section 4.3 to expose the trade-offs of each design.

4.2.2 Design Space of Buffer Pools

Buffer pool designs can be roughly classified along two orthogonal axes: the translation data

structure and where the translation state is stored. Table 4.1 maps this design space by
using these base translation mechanisms as rows. The columns evaluate each design across key
system properties and workload behaviors, capturing both their baseline performance and their
compatibility with supplementary optimizations (Predictive Translation, Pointer Swizzling).
DBMS-managed hash-table pools: Hash table translation is the most widely used base design in
production systems [25,26,114,125,126] where translation state is managed by the DBMS. A hash
table maps page identifiers (PIDs) to buffer frames, giving the DBMS control over eviction policies
and I/O scheduling. The trade-off is critical-path overhead: collision resolution, synchronization,
and pointer chasing create dependency chains that limit memory-level parallelism for high-fanout
workloads. Hashing also scatters consecutive PIDs, destroying spatial locality during translation
on scans; under high thread counts, lock/atomic synchronization increases cache coherence traffic.
OS-managed page-table translation: This approach stores translation state in radix-tree-based
page table managed by OS and MMU hardware [22,88,105,127]. File-backed mmap delegates page
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faults, caching, and eviction to the OS [114,128,129], reducing DBMS control over replacement and
I/O scheduling. Virtual-memory-based systems such as vmcache keep translation state in OS page
tables but move policy into the DBMS. In vmcache (without exmap), the DBMS performs explicit
I/O and eviction using standard kernel interfaces, which preserves user-space deployability but
pays higher per-page VM-management overhead such as TLB-shootdown, especially on high-end
storage devices. Kernel changes are required to improve scalability of page fault handling and
eviction [22,88], but such modifications face deployment barriers.
Page granularity mismatch: OS-managed page-table translation fundamentally shares a limita-
tion. DBMSs need fine-grained page management and I/O (typically 4–32KB), while huge pages
(2MB) are important for TLB efficiency. When translation state resides in hardware page tables,
the OS cannot cleanly evict a single 4KB subpage from a mapped 2MB huge page; it must evict
the full 2MB region [116], split the huge page [130,131], or fail/refuse the operation [117,118].
Hence these systems must choose between 4KB pages (fine-grained eviction and I/O, higher TLB
pressure) and 2MB pages (lower TLB pressure, high I/O amplification). For this reason, vmcache
chooses 4KB pages in favor of fine-grained I/O [22].
Pointer swizzling and predictive translation: Conceptually, they can be applied to any mech-
anism that exposes a modifiable translation path, but in practice they are most effective for
DBMS-managed translation structures; for OS-managed page-table translation, the structure
is fixed in hardware/OS page tables. Pointer swizzling [31,87,105,115,132] reduces translation
overhead by replacing logical IDs with pointers, but introduces invasive coupling. Evictions
require unswizzling/validation bookkeeping, which is hard for multi-parent references (e.g., graph
fan-in, sibling links, secondary-index backlinks). LIPAH [133] improves coverage but still requires
in-page hints and validation logic. Predictive translation [106] keeps a hash-table translation
layer but deterministically assigns storage pages to preferred frame positions so the CPU can
speculatively access the likely frame while translation is in progress. It is effective when hot pages
remain in preferred positions, but benefits are dependent on workload and buffer-pool size.
Array Translation: Array translation uses the page ID directly as an index into a contiguous
array of frame references, replacing hash computation and probing with a single indexed memory
load. Despite being discussed historically [104], it has seen limited research and deployment
because large, sparse page-identifier spaces make a naive flat array impractical. Calico targets
this underexplored DBMS-managed design point. The next section performs a microarchitectural
analysis to establish whether array translation can match hardware-assisted alternatives.

4.3 Translation Performance Analysis

Before addressing sparsity and metadata management in Section 4.4, we first ask whether array-
based translation is fast enough to serve as the foundation of a modern buffer pool. To isolate
translation cost, we compare four approaches from Section 4.2: hash tables, predicache [106],
vmcache [22] (4KB and 2MB pages), and Calico’s array-based translation. All buffer pools
implement the same interface: given an 8-byte page ID, return a pointer to the buffer frame.
Setup: We run on a m7a.8xlarge AWS EC2 instance. All experiments are single-threaded with
data fully resident in memory, isolating translation overhead from eviction and synchronization.
Page IDs are allocated from 0 sequentially. We report two hash-table baselines: Chained Hash
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Figure 4.4: Impact of Translation Across Workloads - (a) Sequential scan: Hash tables destroy
spatial locality, causing 6.9× slowdown vs Calico Array/vmcache; predicache provides no benefit
for sequential access. (b) Random range scan: Gap persists at 2.0× despite random access;
predicache underperforms plain hash tables. (c) B-tree lookup: Hash tables still incur clear
translation overhead; predicache narrows the gap through speculation, while Calico Array remains
faster with a simpler translation path. (d) Graph BFS: Hash-table shows high translation overhead;
predicache helps partially. Calico Arraymatches or outperforms virtual-memory-based translation.

(std::unordered_map) and Open-Addr Hash (absl::flat_hash_map). Chained Hash, Open-
Addr Hash, predicache, and Calico Array use OS huge pages to back buffer frames.

We evaluate three workload families that stress different aspects of translation performance:
(1) Scan workloads (Section 4.3.1) measure how well each mechanism preserves spatial locality
for sequential and random page access patterns in analytical queries and partition-based vector
search. (2) B-tree lookup (Section 4.3.2) evaluates translation overhead for OLTP workloads with
dependent memory accesses that limit parallelism. (3) Graph traversal (Section 4.3.3) stresses
memory-level parallelism with parallel random accesses representative of proximity-graph-based
vector search.
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Table 4.2: Microarchitecture Metrics - Performance counters per page scanned (8KB page, 1024-
byte rows) for sum query on 50GB buffer pool scanning 5GB data. Sequential scan: consecutive
page IDs (e.g., heap scan); Random scan: non-consecutive page IDs (e.g., B-tree leaf scan). Metrics
averaged across all pages scanned.

Config QPS IPC Inst LLC Ref LLC Miss DTLB Miss Cycles

Sequential Scan (heap scan)

Chained Hash 4.38 0.15 115 21.2 3.09 1.11 755
Open-Addr Hash 5.67 0.21 122 18.9 2.53 0.81 585
predicache 4.67 0.17 118 23.5 7.55 0.54 702
Calico Array 30.3 0.77 83.8 13.8 1.33 0.002 109
vmcache (4KB) 26.4 0.64 80.1 14.2 1.75 1.25 125
vmcache (2MB) 30.8 0.74 80.1 14.0 1.42 0.002 108

Random Scan (B-tree leaf scan)

Chained Hash 3.20 0.15 155 34.0 10.9 2.35 1033
Open-Addr Hash 4.95 0.24 161 29.1 8.09 1.58 669
predicache 3.78 0.14 119 27.4 9.43 1.01 870
Calico Array 9.78 0.36 123 22.5 5.22 0.56 338
vmcache (4KB) 9.52 0.34 120 20.8 7.36 2.28 347
vmcache (2MB) 13.9 0.50 120 20.7 5.01 0.56 237

4.3.1 Scans

We measure spatial locality preservation using a scan query on heap pages with row-oriented
format (Figures 4.4a and 4.4b, Table 4.2). Sequential scans are common in analytical queries and
IVF-based vector search, while random scans occur during index-organized table access. We
execute an aggregation query that computes the sum of an integer column over 5GB of data. We
vary the row size to simulate different amounts of useful computation per page: smaller rows pack
more tuples into each page, increasing the amount of aggregation work amortized over one page
translation. Sequential scans access consecutive page IDs (simulating heap scans), while random
scans access non-consecutive page IDs (simulating B-tree leaf scans). This workload stresses
whether translation preserves adjacency and lets the CPU prefetch scan streams. Figures 4.4a
and 4.4b show Calico’s Array reaches 30.3 QPS on sequential scan, 6.9× faster than Chained Hash
and 6.5× faster than predicache, while remaining close to vmcache (2MB) at 30.8 QPS. On random
scan, Calico Array reaches 9.78 QPS, still 2.0× faster than Open-Addr Hash and 2.6× faster than
predicache, and slightly ahead of vmcache (4KB) at 9.52 QPS. Hash-table-based translation scatters
translation entries randomly, while array translation keeps entries contiguous, reducing LLC
misses and preserving scan throughput. predicache helps less here because speculation cannot
recover locality once the translation entries are scattered.

4.3.2 Point Lookup

B-tree point queries represent the core OLTP workload. Each lookup traverses from root to leaf,
accessing random pages with dependent loads that limit memory-level parallelism. We use YCSB-C
(read-only) on 100M records (128 bytes each, 16GB buffer pool, 4KB pages) to evaluate translation
overhead in this common access pattern with results in Figure 4.4c and Table 4.3. Chained Hash
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Table 4.3: Microarchitecture metrics per B-tree lookup for YCSB-C workload on 24GB

buffer pool with 100M records (128 bytes each) - Single-threaded read-only point queries
with a B-tree depth of 4. Metrics averaged across all lookups.

Config Mops/s IPC Inst LLC Ref LLC Miss DTLB Miss Cycles

Chained Hash 0.49 0.30 1294 44.5 22.7 3.69 4,251
Open-Addr Hash 0.58 0.37 1327 39.3 17.8 2.18 3,583
predicache 0.73 0.45 1285 28.9 16.0 1.34 2,863
Calico Array 0.77 0.42 1143 20.7 12.2 0.46 2,707
vmcache (4KB) 0.75 0.40 1124 24.3 14.3 2.48 2,797
vmcache (2MB) 0.89 0.48 1124 20.1 12.2 0.47 2,347

Table 4.4: Microarchitecture metrics per graph node visited (including neighbor probes)

for BFS traversal on 5M-node proximity graph - Single-threaded traversal from same starting
node. Metrics averaged across all graph nodes visited during full graph traversal.

Config Time (s) IPC Inst LLC Ref LLC Miss DTLB Miss Cycles

Chained Hash 46.8 0.18 3552 548 337 110 20,206
Open-Addr Hash 42.0 0.22 3937 502 255 91 18,107
predicache 28.5 0.36 4385 307 183 51 12,335
Calico Array 15.5 0.63 2248 265 142 60 6,671
vmcache (4KB) 17.4 0.28 2082 261 147 39 7,476
vmcache (2MB) 10.3 0.48 2079 175 114 27 4,367

reaches 0.49 Mops/s and Open-Addr Hash reaches 0.58 Mops/s. predicache improves hash tables
to 0.73 Mops/s by overlapping part of hash-based translation with frame access through CPU
speculative execution. Calico Array reaches 0.77 Mops/s with fewer instructions per lookup and
24% fewer LLC misses than predicache due to its single-instruction translation and compact array,
matching vmcache with 4KB pages.

4.3.3 Graph Traversal

Graph BFS traversal exposes translation’s impact on memory-level parallelism, which is an
important property for modern vector search workloads. We perform breadth-first traversal
on a 5M-node graph (simulating HNSW vector index beam search) where each node connects
to 44 random neighbors (4KB page per node). When visiting a node, the algorithm probes all
neighbors. Theworkload is deliberately compute-light, so performance is dominated by buffer-pool
translation and reveals whether the translation mechanism preserves memory-level parallelism
across neighbor probes. The results are shown in Figure 4.4d and Table 4.4. Open-Addr Hash
takes 42.0s and predicache reduces this to 28.5s, but Calico Array reaches 15.5s, a 2.7×/1.8×
improvement over Open-Addr Hash/predicache, while also outperforming vmcache with 4KB
pages. Array translation has two advantages here. First, each translation is a single memory
load into a compact, cache-efficient array, so more translations fit per cache line and require
significantly fewer instructions compared to hash tables. Second, because each translation is
one simple independent memory load, the CPU’s out-of-order execution can issue neighbor
translations in parallel. This allows Calico to get close to the performance of vmcache with 2MB
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pages.

4.3.4 Takeaway

Across these workloads, array-based translation matches or outperforms vmcache with 4KB pages.
Its advantage over hash tables comes from removing pointer chasing and preserving cache locality
during translation. These effects are largest for high-MLP graph traversal and sequential scans,
and still visible for point lookups. Array-based translation is therefore a promising design point,
but a naive flat array is impractical for sparse hierarchical PID spaces. The next section shows
how Calico makes array translation practical and performant.

4.4 Calico Design

Although our evaluation in Section 4.3 demonstrated that array translation outperforms hash-
table and matches OS-page-table alternatives across sequential, random, and graph-traversal
access patterns, a naive flat array is impractical for production DBMSs with large and sparse
page-identifier spaces that exceed what a contiguous array can cover efficiently. This section
presents the design of Calico, which makes array translation viable.
Design goals: Translating the raw performance advantage of arrays into a deployable buffer-pool
design requires satisfying four goals simultaneously: ❶ Sparse PID support – handle large
and sparse page-identifier spaces without allocating a monolithic flat array spanning the entire
logical domain; ❷ Array-fast-path preservation – retain single-load array translation on the
hot path so that the performance gains established in Section 4.3 carry over to the full system;
❸ Fine-grained DBMS control with huge-page efficiency – keep eviction, replacement, and
I/O scheduling under DBMS control at page granularity while backing frame memory with huge
pages for TLB efficiency; ❹ Active memory reclamation – reclaim physical memory from cold
translation regions so that the translation memory overhead tracks only the working set.
Overview. Calico separates DBMS-managed logical translation from OS-managed physical frame
backing (Figure 4.5). To handle sparse PID spaces (❶), Calico organizes translation hierarchically,
allocating per-region last-level arrays only for active regions; because modern DBMS workloads
exhibit strong locality within relations and indexes, a lightweight path cache ensures that the
common case reduces to a single array translation (❷). Frame memory is huge-page-backed and
managed independently of translation arrays, so page-granularity eviction does not require OS
page-table modifications (❸). An active hole-punching mechanism tracks and reclaims translation
memory from fully cold regions (❹). The remainder of this section details hierarchical translation
and path caching (Section 4.4.1), on-demand array memory management (Section 4.4.2), and the
buffer-pool algorithms (Section 4.4.3).

4.4.1 Hierarchical Translation and Path Caching

To tackle the problem of large sparse PID spaces, Calico introduces hierarchical translation so
memory is proportional to active regions rather than the full logical PID domain. Upper levels
map PID prefixes to lower-level translation arrays, and those lower-level arrays are allocated only

79



0 0 0

❤ 🐱 🐮 🍻 🪃 🧐 👀 🤖

👀 🪃 🧑💻 🧐Buffer Frame Memory
Huge-Page-backed 
virtual memory region

P1 P2 P3 P4

P1 P2

F1 F2 F3 F4

P3 P4

Frame Id
(32-bit)

Latch State
(8-bit)

Version
(24-bit)

Translation Entry Format (8 byte)

4KB I/O

Hole Punching Array

0

P5 P6 P7 P8

P5 P6 P7 P8

K
er

ne
l

U
se

r-
Sp

ac
e

Upper-Level Mapping Table

D
is

k

🧑💻 🧠 🐈 🧵

F3 0 0 0

Translation 
Array

0 3 1

P9 P10 P11 P12

P9 P10 P11 P12

F2 F4 F1 0

P1-P4 P5-P8 P9-P12

Figure 4.5: Calico Buffer Manager Architecture - Pages P5–P7 and P9 are resident in frames
F1–F4; all other entries are zero (evicted). The upper-level mapping table resolves prefixes to
per-region translation arrays whose 64-bit entries encode frame ID, version, and latch state. Frame
memory is huge-page-backed; the DBMS performs 4KB I/O independently. The Hole Punching
Array tracks one count per entry group (P1–P4: 0, reclaimed; P5–P8: 3; P9–P12: 1). Groups are
shown as 4 entries for readability; in practice each spans one 4KB OS page (512 entries).

when a prefix becomes active. Prefixes with no resident pages keep no materialized last-level
array, so empty PID regions do not consume translation memory.

While such multi-level translation introduces extra indirection, the key observation is that
modern DBMSs organize page identifiers hierarchically, which induces strong locality in prefix
components. B-tree traversals, HNSW traversals, and scans repeatedly access pages within the
same relation/index region [107,134–138]. Calico exploits this locality using translation-path
caching. Figure 4.6 walks through translation of page identifier p = (prefix, suffix): first check
the path cache, then resolve the prefix through the upper-level index on a miss, then perform
suffix-based array translation in the resolved last-level array, and finally update the cache with the
resolved prefix-to-array mapping. When subsequent accesses reuse the same prefix, upper-level
traversal is bypassed and only the final array lookup remains on the hot path. In practice, because
successive accesses within a B-tree traversal, HNSW search, or scan almost always share the same
prefix, a single thread-local cache entry storing the last resolved (prefix, last-level array) pair
suffices to achieve good hit rates.

The remaining design question is how to choose the prefix/suffix split. A natural decomposition
follows the storage hierarchy already present inmost DBMSs: the prefix identifies a stable container
region (e.g., database/table/index or relation/fork), and the suffix identifies the page within that
region. In most DBMS layouts, the suffix is the page or block number within a table/index,
which keeps the last-level translation array densely indexable by array offset. Take PostgreSQL
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path cache; (2) on a miss, resolve the prefix through an upper-level index (e.g., radix tree, hash
table, B+-tree, or trie) to obtain a last-level translation array; (3) use the suffix to directly index that
array on the hot path; and (4) update the path cache with the resolved prefix-to-array mapping.

as a concrete instantiation. For PID <Tablespace, Database, Relation, Fork, Block>,
Calico uses prefix = <Tablespace, Database, Relation, Fork> to select the last-level
translation array and suffix = <Block Number> for direct indexing in that array (Figure 4.6).
This matches observed locality where accesses repeatedly remain in the same relation/fork region
while block numbers vary. The same principle generalizes to MySQL’s hierarchical <space_id,
page_no> identifiers. Additional levels can be added when PID-space sparsity requires them.

4.4.2 On-demand Array Memory Management

After upper-level prefix resolution, every access goes through a last-level translation array. This
hot path must satisfy three requirements: (1) fast array-indexed translation, (2) concurrency
control for reads/updates/eviction, and (3) memory usage proportional to the working set despite
sparse logical PID spaces.

Calico encodes each TranslationEntry as one 64-bit atomic word. The latch state (8 bits)
supports exclusive/shared synchronization, the version number (24 bits) enables optimistic
validation for lock-free reads on the buffer frame, and the frame ID (32 bits) identifies the buffer
frame. Hence, Calico supports addressing 16 TB memory for 4KB page, which is sufficient
for most modern workloads. A single load returns both translation and concurrency metadata.
Translation is as follows:

1 TranslationEntry* te = &TranslationArray[pageId];
2 Frame* frame = frameMem + te->getFrameId();

Memory efficiency and reclamation: The flat translation array introduces a potential space
overhead: for a 16TB SSD with 4KB pages, the array requires 32GB of memory (4G entries ×
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8 bytes). Calico leverages the OS’s on-demand memory allocation mechanism combined with
hole-punching to reduce the physical memory usage so that it is proportional to the working set
size.
Zero-Page Copy-on-Write at Startup: The translation array is allocated via mmap. Windows
provides analogous virtual-memory reservation APIs [139]. The reserved region is initially backed
by a shared zero-filled OS physical page [140]. When a thread first reads an entry, the OS triggers
a page fault and establishes a read-only mapping to the shared zero-filled physical page, setting
the copy-on-write (COW) bit in the page table entry. Only when an entry is updated (e.g., in
calico_page_fault_handler) does the OS allocate a physical page, copy the zero page content,
and update the mapping. This on-demand allocation pattern aligns with Calico’s access pattern:
entries for cold pages that are never loaded remain on the shared zero page indefinitely, consuming
no physical memory. Thus, the virtual size of the translation array can be proportional to the
logical page ID space, while its physical memory footprint tracks only the working set.
Zero-Value EntryDesign for Lazy Loading:To exploit thismechanism, Calico’s TranslationEntry
encoding is carefully designed such that an all-zero 64-bit value represents an evicted page state.
Specifically, when all 64 bits are zero: (1) the frame ID field is 0, interpreted as INVALID_FRAME,
indicating no buffer frame is allocated; (2) the latch state field is 0, representing Evicted; and
(3) the version number is 0. This invariant ensures that at system startup, when the entire
translation array is logically filled with zeros (via the shared zero page), every entry correctly
represents an evicted page requiring a page fault on first access. Crucially, when a page is evicted
(calico_evict_victim), Calico writes a zero value back to the entry, returning it to the invalid
state. This allows further memory reclamation by releasing the physical page via hole-punching,
as described next.
Hole-Punching Array: While lazy allocation via OS demand paging ensures translation arrays
consume physical memory proportional to active entries, cold regions in the translation array
may remain physically allocated long after pages are evicted. To address this, Calico introduces
the Hole-Punching Array (HPArray), a lightweight reference counting structure that tracks the
number of valid (non-evicted) translation entries within each OS page of the translation array,
enabling active memory reclamation.

The HPArray is a flat array of atomic 32-bit counters, where each counter tracks one entry
group: consecutive translation entries fitting within a single OS page. For a translation array with
N entries, HPArray requires ⌈N/entries_per_OS_page⌉ counters. With 512M translation entries
and 4KB pages, this requires 1M counters (4MB); with 2MB huge pages, only 2048 counters. The
HPArray itself is allocated lazily via mmap, consuming physical memory only on first write. Each
counter reserves one bit as a lock to coordinate hole-punching operations (Section 4.4.3).
Memory Overhead Discussion: Calico’s translation array stores one 8-byte entry per 4KB
storage page, so its worst-case overhead is proportional to on-storage data size. However, this
is less than vmcache [22], which requires ≈16 bytes per 4 KB storage page: 8 bytes of x86-64
page-table entries (unavoidable for any mmap-based design) plus an 8-byte page-state. For a 1 TB
SSD, Calico’s worst-case translation footprint is 2 GB versus vmcache’s≈4GB. As flash is roughly
50× cheaper per byte than DRAM [22], Calico’s overhead adds ≈10% to the flash price.

In practice, Calico is competitive in terms of memory overhead. Real-world DBMS workloads
exhibit spatial locality [78], so hot pages cluster into contiguous regions and cold regions form
large hole-punchable groups. OS page tables retain non-zero swap entries for evicted pages,
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preventing kernel reclamation; Calico’s eviction explicitly zeros entries, enabling hole punching
to reclaim cold translation memory. Compared with hash tables, the constant-factor trade-off
favors Calico on the hot path. While a hash table stores translation entries only for cached pages,
it stores both key and value per entry plus load-factor headroom. For example, predicache [106]
uses 40-byte entries at a 50% load factor. Calico’s 8-byte translation entries are 5–10× denser,
directly reducing cache misses during translation (Section 4.3).

4.4.3 Buffer-Pool Algorithms

Algorithm 1 presents Calico’s core buffer-pool algorithms for pinning, unpinning, page fault
handling, and eviction. We assume a thread-local path cache that stores the most recent (prefix,
lastLevelArray) mapping for each thread.
Exclusive Pin (Algorithm 1): To modify a page, a thread must acquire an exclusive lock on the
translation entry. To do this, it atomically loads the entry, checks if the page is resident (valid
frame ID), and uses compare-and-swap (CAS) to transition from Unlocked to Locked. If the page
is not resident (INVALID_FRAME), it triggers the page fault handler. On success, the thread receives
a pointer to the frame holding the page data. Note that shared pins can be implemented similarly
by storing the number of readers in the latch state of TranslationEntry.
Optimistic Read (Algorithm 1): For read-heavy operations, Calico exposes a lock-free opti-
mistic read interface. The reader snapshots a TranslationEntry, executes the read function on
the target frame, and then validates that the entry version and frame ID are unchanged and that
the entry is not locked. This avoids atomic pin/unpin traffic on the read path while preserving
correctness under concurrent eviction and modifications.
Exclusive Unpin (Algorithm 1): Releasing an exclusive pin is a single atomic operation: set
the lock state to Unlocked and increment the version number. The version bump invalidates any
concurrent optimistic readers that observed the old version.
Page Faulting (Algorithm 2): When a page is not resident, the fault handler acquires an
exclusive lock on the translation entry and double-checks the frame ID (another thread may have
already loaded the page). If still invalid, it allocates a frame (from the free list or via eviction), issues
I/O to load the page data, then atomically increments the reference count in the MetadataArray
for the OS page group containing this translation entry. Finally, it updates the entry with the new
frame ID and releases the lock. The translation entry lock prevents duplicate I/O when multiple
threads fault on the same page, while incrementing the metadata counter before publishing the
frame ID ensures the group cannot be hole-punched during page fault.
Eviction (Algorithm 3): Calico uses a standard replacement policy (CLOCK) to select a victim
page. The algorithm acquires an exclusive lock on the victim’s translation entry, writes back
the frame if dirty, and invalidates the entry by setting the frame ID to INVALID_FRAME. Next, it
atomically locks the metadata counter and decrements the reference count for the corresponding
OS page group. Crucially, the translation entry is unlocked only after acquiring the metadata lock.
If the count reaches zero (all entries in the group evicted) after decrement, the thread performs
hole-punching via passing MADV_DONTNEED hint to OS while still holding the metadata lock, then
releases the lock. This ordering ensures that concurrent page faults must wait for the metadata
lock before incrementing the counter, preventing any thread from installing a new frame ID in a
page being hole-punched.
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Algorithm 1: Calico Buffer Pool Algorithms

1 Function Get_Translation_Entry(pageId):

2 (prefix, suffix)← split_pid(pageId)
3 if TLSCache.prefix = prefix then

4 last_level_array ← TLSCache.lastLevelArray

5 else

6 last_level_array ← lookup_leaf_table(prefix)
7 TLSCache← (prefix, last_level_array)
8 return &last_level_array[suffix]

9 Function pin_exclusive(pageId):

10 while true do
11 te← Get_Translation_Entry(pageId)
12 old_e← ∗te // Atomic load

13 if old_e.frameId = INVALID_FRAME then

14 page_fault_handler(pageId, te)
15 continue

16 if old_e.state = Unlocked and

te.CAS(old_e, (old_e.frameId, old_e.version, Locked)) then
17 return frameMem+ old_entry.frameId

18 Function unpin_exclusive(pageId):

19 Get_Translation_Entry(pageId).bump_version_unlock()

20 Function optimistic_read(pageId, read_func):

21 while true do
22 te← Get_Translation_Entry(pageId)
23 old_entry ← ∗te // Atomic load

24 if old_entry.frameId = INVALID_FRAME then

25 page_fault_handler(pageId, te)
26 continue

27 if old_entry.state = Locked then

28 continue // Spin until unlocked

29 read_func(frameMem+ old_entry.frameId)
30 new_entry ← ∗te
31 if old_entry.version = new_entry.version and

old_entry.frameId = new_entry.frameId then

32 return // Success
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Algorithm 2: Calico Page Fault Handler

1 Function page_fault_handler(pageId, te):

2 while ¬te.try_lock() do
3 continue
4 if te.frameId ̸= INVALID_FRAME then

5 te.unlock()
6 return

7 frameId← allocate_frame_or_evict()
8 io_read_page(pageId, frameMem+ frameId)

// Atomically increment counter for this entry group

9 groupIdx← group_index(te)
10 increment_hparray(groupIdx)
11 te.set_frame_and_unlock(frameId)

Algorithm 3: Calico Eviction with Hole-Punching

1 Function evict_victim():

2 victimId← select_victim_page() // CLOCK, LRU, etc.

3 te← Get_Translation_Entry(victimId)
4 while ¬te.try_lock() do
5 continue
6 frameId← te.frameId
7 write_back_if_dirty(frameMem+ frameId)
8 te.frameId← INVALID_FRAME // Zero out frame id

// Atomically decrement MetadataArray refcount

9 groupIdx← group_index(te)
10 count← HPArray(victimId)[groupIdx].lock_and_dec()
11 te.unlock_evicted() // Now zero out latch state

12 if count = 0 then
// Last valid entry evicted, reclaim memory

13 madvise(group_base_addr(te), 4096,MADV _DONTNEED)

14 HPArray(victimId)[groupIdx].unlock()
15 return frameId
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4.5 Implementation and Optimizations

This section presents Calico’s group prefetch interface and then describes system integration in
PostgreSQL and pgvector.

Algorithm 4: Calico Group Prefetch Algorithm

1 Function group_prefetch(pids, offsets):

2 non_resident_pids← [ ]
// Prefetch translation entries

3 foreach pageId ∈ pids do
4 te← Get_Translation_Entry(pageId)
5 prefetch(te)

// Prefetch resident pages and collect non-resident ones

6 foreach i ∈ [0, length(pids)) do
7 pageId← pids[i]
8 offset← offsets[i]
9 te← Get_Translation_Entry(pageId)

10 if te.frameId ̸= INVALID_FRAME then

11 prefetch(FrameMemory[te.frameId] + offset)
12 else

13 non_resident_pids.append(pageId)

14 if non_resident_pids ̸= ∅ then
15 io_read_pages(non_resident_pids)

4.5.1 Group prefetch

Modern workloads like graph-based vector search exhibit predictable access patterns: future
page accesses are often known in advance. In proximity-graph-based vector search [3,5,112],
when visiting a graph node, the algorithm must probe neighboring nodes whose IDs are stored in
the current node. Calico exploits this predictability through a group prefetch interface that
issues parallel reads to the translation array and prefetches buffer frame memory. This parallelism
operates at two levels:

• Memory-Level Parallelism: For resident pages, parallel translation array reads allow the CPU
to issue multiple independent loads simultaneously. Modern CPUs can issue parallel memory
loads [141–143], hiding memory latency.

• I/O-Level Parallelism: For non-resident pages, knowing multiple page IDs in advance enables
batched asynchronous I/O, saturating storage bandwidth and reducing total latency.

Algorithm 4 presents the group prefetch algorithm. The interface accepts page IDs with
corresponding in-page offsets for targeted prefetching. The algorithm operates in three phases:
(1) issues prefetch instructions for translation entries to bring them into cache; (2) issues prefetch
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instructions for resident page frames at specified offsets while collecting non-resident page IDs; (3)
submits batched reads for non-resident pages. This exposes batching semantics, enabling indexes
to exploit modern hardware capabilities.

4.5.2 PostgreSQL Integration

We implement multi-level Calico in PostgreSQL v18, which uses a 5-level hierarchical page identi-
fier BufferTag [119]. We use the last-level 32-bit BlockNumber as the suffix and the remaining fields
as the prefix identifying the relation. Our implementation uses a hash table for top-level mapping
and flat arrays for last-level translation arrays. We extended PostgreSQL’s buffer manager with
Calico’s group prefetch and optimistic read interfaces. The implementation adds approximately
2.6K lines of C code. The modifications are mostly isolated within the buffer manager, preserving
compatibility with existing components.
Translation Path Caching via Thread-Local Storage.As described in Section 4.4.1, each worker
thread caches the most recently resolved (prefix, last-level array) mapping in thread_local
storage. In PostgreSQL, the prefix corresponds to the upper fields of the BufferTag; on each
buffer manager call, the thread compares the current tag’s prefix bits against the cached value
and, on a hit, skips the top-level hash lookup entirely.
pgvector Integration.We then modified the pgvector extension (about 600 lines) to leverage
these interfaces during HNSW graph traversal. PostgreSQL’s existing page access requires complex
pin/unpin operations using atomic writes that limit memory-level parallelism [144,145]. By using
Calico’s optimistic read interface, pgvector bypasses these atomic operations. When visiting
a graph node, pgvector extracts neighbor page IDs and prefetches neighbors, then Calico uses
calico_optimistic_read to access neighbor data without pin/unpin overhead. When validation
fails, we revert to standard pin/unpin operations to avoid repeated wasted work.

4.6 Experimental Evaluation

Our evaluation validates Calico’s performance and scalability across modern workloads. We aim
to evaluate:

1. Array-based translation overhead compared to mmap, pointer swizzling, hash tables on vector
search and OLTP workloads.

2. End-to-end performance gains in PostgreSQL.

3. Memory overhead of array-based translation with hole-punching.

4. Generality of Calico on different CPU platforms.

Unless stated otherwise, all experiments are conducted on a dual-socket server with two AMD
EPYC 7513 processors (32 cores per socket, 64 cores/128 threads total, 2.6 GHz base frequency),
504 GB DDR4 memory, and a Samsung PM9A3 3.84TB NVMe SSD (1M random 4KB read IOPS).
The system runs CentOS Linux 8.5. We set the CPU governor to performance mode to ensure
consistent results. We use Linux transparent huge pages feature via madvise(MADV_HUGEPAGE)
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hint to enable 2MB huge pages to back frame memory, except vmcache which uses 4KB pages due
to the granularity problem. We use huge pages to back hash table memory in hash table-based
pools as well.

4.6.1 Workloads and Baselines

We evaluate Calico on two workloads:
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Figure 4.7: HNSWVector Search - In-Memory and Larger-than-Memory Left: throughput scaling
when data fits in memory. Right: throughput under memory pressure across memory budgets at
64 threads.

• Vector Search: We evaluate vector similarity search using the HNSW index and IVF index with
pruning [111]. We implemented those indexes on buffer manager for accessing pages on storage.
We evaluate Calico, vmcache, predicache [106], USearch [146] (specialized in-memory
HNSW library using mmap), and hash table variants.

• OLTP Workloads with B-tree: We use YCSB-C (read-heavy) and TPC-C (write-heavy) work-
loads, both operating on B-tree indexes. Baselines include vmcache [22] (mmap-based buffer

88



pool), predicache [106], LMDB [128] v0.9.31 (a mmap-based key-value store), WiredTiger

v10.0.2 (hash table), and LeanStore [31] at commit 629b41a (pointer swizzling) . We use the
lowest isolation level for LeanStore and WiredTiger and disable write-ahead-logging to focus
on buffer management performance.

We use baselines that are user-space deployable and do not require kernel modifications, as our
goal is to provide a practical solution that can be adopted by existing systems without OS changes.

4.6.2 Vector Search Workloads

We evaluate Calico on HNSW-based vector search using DEEP [147] (10M vectors, 96D) and
SIFT [148] (10M vectors, 128D). We implement an in-process vector search library with HNSW
algorithm [3] and evaluated it on different buffer managers. All experiments run at 64 threads
with the same HNSW search parameters (M=16, ef_construction=100, ef_search=50). We enable
optimistic reads and group prefetch for all buffer managers. For all hash table-based pools except
the lock free hash table, we partition the hash table and use a latch per partition to reduce
contention when accessing the hash tables. We enable the group prefetch technique for all buffer
managers except USearch to utilize I/O parallelism of SSD. USearch relies on kernel paging which
does not provide an interface for group prefetching.
In-Memory HNSW. Figures 4.7a and 4.7b show throughput scaling when the working set fits
entirely in memory with a buffer pool size of 12GB. At one thread, Calico has the largest single-
core advantage: it is 1.72×/1.38× faster than vmcache and 2.23×/1.74× faster than USearch on
DEEP10M [147]/SIFT10M [148]. Hash table variants (except predicache) are significantly slower
than virtual-memory-based approaches and Calico due to translation overhead and synchroniza-
tion costs. While predicache outperforms plain hash tables both in terms of performance and
scalability via lock-free hash tables and speculative execution, it is still outperformed by Calico
by up to 2× due to mispredictions. At 64 threads, the gap between Calico and other systems
narrows as they approach the memory bandwidth limit of the system.
Larger-than-Memory HNSW. The results in Figures 4.7c and 4.7d show that when working
sets exceed available memory, Calico outperforms both vmcache and USearch by up to 2–6×.
The performance gap stems from fundamental differences in I/O management. USearch relies
on mmap with synchronous page faults: when data is not resident, the OS blocks threads until
I/O completes, serializing execution. At 1.5GB memory, USearch only achieves 189-222 QPS (6×
worse than Calico). All other buffer managers (Calico, vmcache, and hash tables) use prefetch
interfaces to issue parallel I/O requests, avoiding blocking page faults. This explains USearch’s
steep degradation under memory pressure. Among prefetch-enabled systems, Calico outperforms
vmcache by up to 2×. The root cause for this difference is TLB shootdown overhead. When
vmcache evicts pages via madvise, the OS interrupts all 64 threads to invalidate TLB entries, which
is a synchronization bottleneck that serializes execution. Calico avoids this problem because it
evicts pages in user space without OS involvement, eliminating TLB shootdowns for data pages.
IVF Vector Search.We also evaluate a partition-based IVF vector search index [111] on top of
buffer managers on four datasets: dbpedia-OpenAI-1M (1536D), GIST1M (960D), MSong (420D),
and SIFT10M (128D). IVF vector search probes a set of cluster partitions via sequential scans,
stressing spatial locality rather than graph-style random access. We partition each dataset into
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Figure 4.8: IVF Vector Search Performance - QPS for IVF scan-based vector search on four
datasets.

√
N clusters where N is the number of vectors in the dataset and each query probes 16 of them. We

use one thread for the in-memory scenario to isolate translation overhead without synchronization
noise, and 64 threads for the larger-than-memory scenario to saturate SSD bandwidth and expose
system-level bottlenecks such as eviction and TLB shootdown costs. We configure the buffer pool
size so that it is able to cache 30% of the dataset for the larger-than-memory scenario. Figure 4.8a
shows that in in-memory scenario, Calico outperforms vmcache by 1.05–1.19× and predicache
by 1.53–1.78× across the four datasets, consistent with the sequential-scan advantage established
in Section 4.3.1. Under memory pressure at 64 threads (Figure 4.8b), Calico now outperforms
vmcache by 1.48–1.85× across all four datasets, because vmcache’s per-page eviction triggers
frequent cross-core TLB shootdowns that dominate at high thread counts. Against predicache,
Calico is similar in throughput as they use the same user-space I/O subsystem.

4.6.3 OLTP Workloads

We evaluate Calico on YCSB-C and TPC-C using the B-tree index in two scenarios: in-memory

and larger-than-memory OLTP.
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Figure 4.10: OLTPWorkloads (Larger-than-Memory) - Measured throughput for YCSB-C (4
GB buffer pool) and TPC-C (8 GB buffer pool).

In-Memory. Figure 4.9 shows throughput scaling from 1 to 128 threads. YCSB-C uses a 16GB
buffer pool, while TPC-C uses an 80GB buffer pool. For YCSB-C (Figure 4.9a), Calico starts
slightly behind predicache at low thread counts but scales better, reaching 1.27× vmcache and
1.20× predicache at 128 threads. For TPC-C (Figure 4.9b), Calico, predicache, vmcache, and
LeanStore remain in the same performance tier, with Calico slightly leading at 128 threads. The
main takeaway is that Calico matches state-of-the-art OLTP throughput even on write-heavy
workloads, without relying on pointer swizzling or prediction. LMDB andWiredTiger remainmuch
slower because their designs do not scale well under heavy write contention. This demonstrates
that Calico’s array translation is very competitive for OLTP compared to state-of-the-art systems.
Larger-Than-Memory. Figure 4.10 compares systems as dataset size exceeds buffer pool capacity
(4GB for YCSB-C, 8GB for TPC-C)with 64 threads. For YCSB-C (Figure 4.10a), Calico is competitive
at the smallest dataset size and then becomes the best system as the dataset size grows. It
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Figure 4.11: PostgreSQL pgvector HNSW Performance - Bars show query throughput as
Calico optimizations are incrementally enabled on top of the PostgreSQL hashtable baseline
(ef_search=64). Top row: data fits in memory (32GB pool); bottom row: index exceeds memory
(2GB pool). Faiss (in-memory library) is included as an upper-bound reference.

consistently outperforms vmcache by about 1.6× and remains ahead of predicache at larger dataset
sizes. The key reason is that vmcache is bottlenecked by the kernel under memory pressure as each
evicted page triggers an expensive TLB-shootdown. Calico avoids that bottleneck by keeping
translation and I/O control in user space. WiredTiger remains lower throughput because its 32KB
pages amplify I/O cost once the dataset exceeds buffer pool size. For TPC-C (Figure 4.10b), Calico,
vmcache, and predicache remain close in performance, with Calico usually at or near the top.
This shows that Calico preserves state-of-the-art OLTP performance not only in memory but also
out of memory. LeanStore degrades more noticeably as the dataset grows, while LMDB remains
fundamentally constrained by its single-writer design.

4.6.4 PostgreSQL Integration

We next evaluate Calico’s impact on PostgreSQL v18 using two workloads: (1) vector similarity
search via the HNSW index with pgvector, and (2) heap scans with varying row sizes to simulate
different amount of computation per page. We use a single PostgreSQL client in Python for the
experiments.
Vector Search. Figure 4.11 shows query throughput for SIFT10M and DEEP10M datasets using
pgvector with HNSW index. We start with vanilla PostgreSQL buffer manager and incrementally
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Figure 4.12: Impact of Sequential Scan on PostgreSQL - Left: relative speedup of Calico over
PostgreSQL Hashtable for SUM sequential scan, where Hashtable is normalized to 1.00×. Right:
IVFFlat query median latency on DBPedia OpenAI-1M (1536D) and GIST1M (960D) datasets.

enable array indexing, optimistic reads, and group prefetch. We additionally compare with
Faiss [124] (in-memory-only vector search library) with the same parameters. The cache hit rate
of the translation path caching is close to 100% because PostgreSQL stores all pages of the HNSW
index within the same relation.

For SIFT10M (Figure 4.11a), Calico array translation achieves 1.52× speedup over the Post-
greSQL hashtable baseline. Adding optimistic reads improves to 2.5× speedup by eliminating
atomic pin/unpin overhead and cache coherence traffic [144,145]. Full Calico with group prefetch
reaches 3.84× speedup, demonstrating that workload-aware prefetching exploits memory-level
parallelism. For DEEP10M (Figure 4.11b), the improvements are similar: array translation achieves
1.32× speedup, optimistic reads reach 2.77× speedup, and full Calico with group prefetch reaches
3.95× speedup.
Larger-than-memory. The bottom row of Figure 4.11 shows performance with a 2GB buffer pool,
where the HNSW index significantly exceeds memory. In this I/O-bound scenario, base Calico
and optimistic reads provide modest improvements (1.04–1.09×) since I/O latency dominates.
However, group prefetch achieves dramatic speedups: 5.83× for SIFT10M and 6.57× for DEEP10M.
Calico’s prefetch API effectively hides I/O latency by exploiting HNSW’s graph structure to issue
parallel I/O requests. We also run Faiss in a Linux cgroup of 2GB memory to enforce the same
memory limit, allowing OS paging to occur. Since Faiss relies on virtual memory for paging which
is synchronous, it cannot exploit the batch group prefetch in Calico for better I/O parallelism.
Therefore, Faiss was outperformed by up to 5.2×.
In-Memory Sequential Scan. Figure 4.12a reports sequential SELECT SUM(column) scans on
15GB of data with row sizes from 0.125 to 6 Kb (128 to 6144 bytes). The figure is normalized to
PostgreSQL Hashtable (1.00× baseline). Calico outperforms Hashtable at every row size, with
speedup increasing from 1.17× (128B) to 2.99× (6144B), and 1.70× geometric-mean speedup
across all row sizes. This trend matches the locality analysis in Section 4.3: hash-table translation
scatters consecutive page IDs across buckets, while Calico keeps adjacent translation entries
contiguous and preserves prefetch-friendly access. Figure 4.12b extends the comparison to IVFFlat,
a partitioned vector index that linearly scans pages within each cluster. On DBPedia OpenAI-
1M [149] (1536D) and GIST1M (960D) datasets with a 32GB buffer pool, Calico reduces median
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query latency by 27.3% and 17.5%, respectively, at identical Recall@3 (0.91 and 0.79). The buffer-
manager share of execution time drops from 15–28% (Hashtable) to 1–4% (Calico). This shows
that translation overhead in vector search and analytics can consume a nontrivial amount of
execution time in a production-grade database system, and Calico’s array-based design effectively
eliminates that bottleneck to improve query latency.

4.6.5 Translation Memory Overhead

We evaluate translation memory consumption using TPC-C (100 warehouses, 18GB–800GB),
YCSB-C (614GB), and YCSB-D (800GB, read-latest workload). We compare Calico with hole
punching, predicache, which uses a lock-free hash table but stores 40-byte translation entries,
and vmcache. Buffer pool configurations are 16GB and 128GB for TPC-C, and 16GB for YCSB-C
and YCSB-D. predicache’s translation memory consumption scales with buffer pool size rather
than database size. For a buffer pool with N frames, predicache provisions its table at N × 40× 2
bytes, where 40 bytes is the entry size and the factor of 2 maintains a 50% load factor. We account
for all memory used for translation state. For predicache this includes the hash table itself. For
vmcache this includes OS page tables in addition to the state array used to track resident pages.
For Calico, we include the translation array and the metadata for hole punching.

Figure 4.13 shows translation memory consumption as database size grows. predicache
remains constant at 320/2560MB for 16GB/128GB pools. vmcache grows linearly with database
size. Calico’s hole-punching mechanism reclaims memory for cold regions by exploiting temporal
locality. For TPC-C with a 16GB pool, Calico reclaims up to 86.2% of translation memory, which
is below predicache’s 320 MB despite covering the full logical page space. At the 128GB pool,
reclamation drops to 60.4%, but Calico still uses only 632.80 MB, far below predicache’s 2,560
MB. YCSB-D shows the strongest hole punching. As new records become the hottest pages, older
insertions turn cold and Calico reclaims 95.7% of the translation memory. This is 0.21× predicache
and 46.9× smaller than vmcache. In contrast, YCSB-C is the worst case. Its read-only workload
and Zipfian distribution spread hot keys throughout the key space, preventing hole punching
from forming contiguous cold regions. Nevertheless, Calico is only half of vmcache’s memory
footprint.

4.6.6 Ablation Study

We conduct an ablation study using the DEEP10M dataset and HNSW vector search to quantify the
incremental benefits of Calico’s optimizations when data fits in memory, shown in Figure 4.14.
Array translation delivers the primary gain by 1.59×, increasing throughput to 4.9 kQPS. Backing
frame memory with 2MB huge pages adds a further 1.35× speedup by reducing TLB pressure,
though applying huge pages to the compact translation array itself provides no additional benefit.
Optimistic reads further improve performance to 7.7 kQPS by removing atomic reference counting
overhead and enabling memory-level parallelism. Lastly, group prefetching reaches 9.8 kQPS by
hiding memory latency during graph traversal and increasing memory-level parallelism.
Why Group Prefetch Helps Array Translation More. To isolate the impact of group prefetch,
we run an in-memory graph BFS benchmark on a 5M-node graph and compare no prefetch against
group prefetch for Calico’s array translation, open-address hash translation, and predicache.
Table 4.5 shows that group prefetch materially helps only array translation, while hash-based
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Figure 4.13: Translation Memory Overhead - Calico’s hole punching keeps translation space
proportional to working set in TPC-C and YCSB-D. YCSB-C shows challenging behavior with
spatially dispersed hot keys that prevent hole punching, yet Calico still uses 0.50× the memory
of vmcache.
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Figure 4.14: Ablation Study (HNSW DEEP10M, 0.88 Recall@10) - Cumulative speedup of
Calico optimizations. Array indexing provides the largest gain (1.59×), followed by incremental
benefits from huge pages, optimistic reads, and prefetching, totaling 3.16× speedup over baseline.

designs and vmcache see little or negative gain. For Calico, prefetch lowers cycles, L3 stall time,
and LLC misses enough to produce a clear end-to-end speedup. In Calico, each PID resolves to
one array entry, so high-fan-out graph traversal exposes many independent translation loads that
software prefetch can overlap. In hash-table and predicache designs, each prefetch still incurs
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Table 4.5: Microarchitecture Analysis of Group Prefetch - In-memory graph BFS microbench
on a 5M-node graph, comparing no prefetch vs. group prefetch for various buffer pool designs.
Group prefetch helps only Calico (1.201×); hash-based and vmcache variants show little or
negative gain. Per-node counters are reported as No→Yes prefetch, and speedup is computed
from average traversal time.

Mechanism Speedup Cycles/op L3-stall/op LLC-miss/op

Calico 1.201× 4903→4082 5521→4271 84.3→65.8
Open-Addr Hash 1.008× 11774→11680 13736→12835 158.7→205.8
predicache 0.946× 11201→11840 11310→11870 309.9→173.9
vmcache(4KB) 0.916× 5410→5905 6295→6650 93.7→98.0
vmcache(2MB) 0.940× 3657→3878 3958→4037 63.0→71.9
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Figure 4.15: Cross-Platform Validation using Single-threaded B-tree and HNSW vector

search - Calico consistently outperforms hash tables and matches or exceeds vmcache across
ARM and Intel platforms.

hash table probing and possible collision handling before reaching translation state. These extra
instructions and control dependencies reduce effective memory-level parallelism, so the overhead
of prefetch is not repaid by comparable latency hiding. vmcache likewise benefits little because
translation state lookup is not the dominant dependent bottleneck on this workload.

4.6.7 Cross-Platform Validation

To validate that Calico’s benefits generalize across CPU architectures, we conducted single-
threaded experiments on ARM Cortex-A72 (16 cores, 32GB RAM) and Intel Core i9-13900K (24
cores, 64GB RAM) using HNSW vector search with SIFT1M dataset and YCSB-C workloads with
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100M 128-byte records.
HNSWVector Search (Figures 4.15c and 4.15d): On ARM, Calico achieves 2 kQPS, outperforming
vmcache by 18% and chained hash by 2.1×. On Intel, Calico reaches 10.8 kQPS, matching vmcache
and exceeding chained hash by 2.4×. The larger ARM gap (18% vs. 1%) suggests ARM is more
sensitive to TLB overhead.
B-tree YCSB-C On ARM (Figures 4.15a and 4.15b), Calico achieves 0.6 Mops/s, outperforming
vmcache (4KB pages) by 10% and open-addr hash by 22%. On Intel, Calico reaches 1.19 Mops/s,
exceeding open-addr hash by 17%. Calico’s huge pages (2MB) eliminate TLB pressure that
vmcache faces with 4KB pages, while direct array indexing consistently outperforms hash tables
(17–22%) across both shallow (ARM) and deep (Intel) pipelines.

4.7 Related Work

In this section, we discuss related work in the areas of main-memory database systems, indirec-
tion and virtual memory, software prefetching, larger-than-memory vector search, and OS-level
memory management.
Main-MemoryDBMSandBufferManagement.Main-memory database systems [27,28,150,151]
manage data at tuple granularity and have been extended to larger-than-memory datasets [127,152,153].
Anti-Caching [152] keeps indexes in memory while evicting cold tuples, limiting scalability [154].
Recent buffer management research explored persistent memory [155,156], remote memory [157–
159], translationwith SIMDhash table [160], or improvingmemory utilization under skew [161,162].
Calico complements these approaches: its direct array translation delivers near-hardware trans-
lation performance at page granularity, enabling fine-grained eviction control without kernel
modifications and without abandoning the buffer manager.
Indirection and Virtual Memory. Prior systems use indirection arrays, mapping tables, or
virtual-memory mechanisms at different layers and for different objectives. Bw-tree [163,164] and
Bf-tree [165] maintain index-local mapping tables from logical tree node IDs to memory pointers or
disk offsets to support latch-free updates, delta chains, or mini-page buffering. Those live mappings
remain non-zero, so their arrays scale with index size and cannot exploit Calico’s all-zero evicted
state for lazy allocation, shared-zero-page backing, or hole punching. ERMIA [166] uses indirection
arrays for record-level MVCC by mapping object IDs to version chains. RUMA [167] rewires
OS page mappings to build flexible memory regions for resizing, partitioning, and snapshotting.
Calico instead provides a DBMS-wide user-space buffer-pool translation layer that is agnostic to
data structure design, enabling broad applicability across diverse workloads.
Software Prefetching. Software prefetching has been widely studied to hide memory and IO
latency in various contexts, including database query processing [90,91,168] and transaction
processing [76,92]. Unlike existing work, Calico’s group prefetch interface allows modern
workloads such as graph-based vector search to express memory-level/IO parallelism to the buffer
manager.
Larger-Than-Memory Vector Search. Parallel SSD I/O has been exploited to improve disk-based
vector search [5,110,169,170]. Unlike existing work, Calico focuses on improving in-memory
performance of buffer-managed vector search index and I/O performance under memory pressure
through group prefetch.
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OS-Level Memory Management. Recent research has explored improving memory manage-
ment through OS-level mechanisms. Enhanced OS paging systems [171–177] aim to improve
performance for larger-than-memory workloads, but operate at hardware page table granularity
and face the eviction granularity problem. DBMS/OS co-design approaches such as libdbos [88]
and CumulusDB [89] explore running database systems in privileged kernel space to enable more
powerful abstractions for buffer management and snapshotting. In contrast, Calico demonstrates
that careful user-space design can achieve hardware-page-table performance with fine-grained
eviction without kernel modifications.

4.8 Summary

We present Calico, a DBMS-managed buffer pool that replaces hash-table and page-table trans-
lation with a compact array, combining huge-page-backed frames, multi-level translation, hole
punching, and group prefetch into a single design that is strong on sequential scans, random
lookups, high-parallelism graph traversals, and larger-than-memory I/O while remaining de-
ployable in user space and non-invasive to existing data structures. Our evaluation shows that
Calico delivers 2–6× higher throughput than page-table-based designs under memory pres-
sure, 1.6× speedup over hash tables on B-tree workloads, and up to 3.95× in-memory and 6.5×
out-of-memory end-to-end speedup in PostgreSQL/pgvector, achieving hardware-competitive
resident-page performance while retaining full DBMS control over eviction and I/O.
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Chapter 5

Practical DB-OS Co-Design with

Privileged Kernel Bypass

5.1 Introduction

The previous two chapters showed that user-space co-design can remove major DB–OS bottlenecks
without modifying the host kernel: Calico gives the DBMS control over buffer management while
preserving fast translation, and Tux removes kernel networking overhead while retaining kernel-
driver compatibility. However, some performance-critical mechanisms remain out of reach from
user space. Page tables, TLB management, privilege levels, and interrupt delivery are all controlled
by privileged hardware in the kernel and exposed to applications only through interfaces such as
POSIX. For database systems, this boundary is increasingly limiting: the DBMS often knows the
semantics of its snapshots, buffer-pool mappings, isolation domains, and scheduling decisions
more than the OS, but cannot directly act on the hardware mechanisms that implement them.

Virtual-memory snapshotting is a concrete example of why direct control over privileged
mechanisms matters. HyPer [27] used fork to isolate OLAP queries from OLTP execution by
running analytical queries on a forked copy of the OLTP process. Redis similarly relies on fork
to create background checkpointing and persistence processes while the main server continues
serving requests. In both cases, the database wants a fast snapshot of its address space. Linux,
however, exposes this capability through a general-purpose process snapshot. The DBMS must
therefore pay for page-table copying, copy-on-write bookkeeping, and kernel policies whose
semantics are designed for Unix processes rather than database snapshots. HyPer eventually
moved away from this approach to software-based MVCC because the OS mechanism was too
expensive and too hard to control.

Buffer management exposes the same limitation from another direction. mmap and the Linux
page cache provide hardware-assisted address translation to user space, but they also give the
kernel control over eviction and page-fault handling, which is problematic for high-performance
DBMS buffer management [24]. Modern DBMSes therefore often fall back to software-managed
page caches, giving up the hardware translation path that would otherwise be attractive.

Existing DB–OS co-design approaches do not provide this combination of control and prac-
ticality. Custom database OSes [11,12] and unikernels [89] can expose privileged mechanisms
directly to the DBMS, but they require moving the database into a new OS environment and giving
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up the mature Linux ecosystem of drivers, tools, and operational practices. Kernel modules, new
system calls, and specialized kernel subsystems [21,22,178,179] preserve Linux as the host OS, but
they place DBMS-specific code inside the kernel, raising security and maintainability concerns and
coupling the system to unstable kernel internals. eBPF-based approaches [46–48,68,180] are easier
to deploy, but their restricted programming model limits the design space. User-space bypass
avoids host-kernel changes, but it cannot directly manipulate page tables, TLBs, privilege levels, or
interrupt delivery, which are the mechanisms needed for the snapshotting and buffer-management
use cases above.

This chapter explores a different point in the design space, where one database process gains
safe access to privileged hardware mechanisms without abandoining Linux ecosystem or rewriting
the DBMS around a new OS. We introduce co-design with privileged kernel bypass. The
database runs in the kernel space of a lightweight guest environment on top of a hypervisor,
giving it direct access to virtualized privileged hardware such as privilege levels, page tables,
IOMMU state, and interrupts. At the same time, the host Linux kernel remains intact and continues
to provide the normal process abstraction and POSIX ecosystem. We build this model using a
process-oriented hypervisor based on Dune [181], which exposes Intel VT-x support to a single
Linux process and proxies system calls back to the host kernel.

We implement this paradigm in Libdbos, a minimal guest kernel for database systems. Libdbos
is not a replacement for Linux; it is a way to specialize the small set of privileged mechanisms
that matter to the DBMS while leaving the rest of the host OS ecosystem in place. To demonstrate
the benefit, this chapter presents two virtual-memory mechanisms enabled by privileged kernel
bypass. Snappy is an instantaneous high-frequency snapshotting mechanism that replaces the
general-purpose fork path with a DBMS-tailored virtual-memory subsystem. Tabby is an in-
kernel buffer pool that uses virtual-memory hardware for page translation while preserving DBMS
control over eviction and avoiding costly TLB shootdowns and unscalable memory allocation.
Together, these mechanisms show what becomes possible once database semantics can safely
reach privileged hardware.

The rest of this chapter develops this privileged kernel-bypass approach. It first describes the
Libdbos execution model and the minimal guest-kernel support needed to run existing DBMS
code while exposing database-specific privileged mechanisms. It then presents two mechanisms
built on top of this approach: Snappy, an instantaneous high-frequency virtual-memory snap-
shotting mechanism, and Tabby, a hardware-translation-based buffer pool that preserves DBMS
eviction control. The evaluation shows that privileged kernel-bypass co-design can deliver sub-
stantial performance gains for snapshotting and buffer management while retaining host-kernel
compatibility.

5.2 Background and Motivation

This section focuses on the mechanisms that directly motivate Libdbos, including virtual-memory
abstractions, the limits of existing DB-OS co-design approaches, and the virtualization background
needed for the rest of the chapter. Broader related work on DB-OS co-design, kernel bypass,
virtual memory, snapshotting, and buffer management is discussed in Section 5.8.
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5.2.1 DB-OS Interface Mismatch

First, we will discuss several applications of virtual memory abstraction for database systems and
highlight the mismatch between OS virtual memory interfaces and database and the benefits of
DB-OS co-design.

Virtual Memory Snapshot. A useful OS abstraction is memory snapshotting or fork in
Unix. This has been used in several database applications. For example, Redis employs fork to
create a snapshot of the process containing the in-memory database, which is then serialized to
storage as checkpoints. Similarly, the HTAP database system HyPer [27] exploited fork to run
OLAP queries on a snapshot of an in-memory OLTP database, facilitating workload isolation. All
these systems rely on the efficient implementation of fork, which is typically achieved through
the Copy-on-Write (CoW) technique on modern OSes. However, fork is synchronous and single-
threaded in Linux, and its latency grows linearly with the memory footprint of the forked process,
as shown in Figure 5.1. Notice the latency can be as noticeably high, even for a medium-sized
memory footprint (tens of GBs). To get a consistent memory snapshot, the application needs to
quiesce latency-sensitive threads for query processing (Redis) and transaction processing (Hyper).
Therefore, such high latency introduces significant stalls and tail latency. Figure 5.3b illustrates that
the tail latency of Redis write queries drastically increases when there is an ongoing checkpoint
using fork. Furthermore, such high fork latency forces systems to take snapshots in a frequency of
seconds (Hyper) to minutes (Redis). This might be OK for checkpoint purposes (Redis). However,
for Hyper-like HTAP databases, such low frequency means some OLAP queries are served on
very stale data. Therefore, a low-latency and high-frequency snapshot mechanism would enable a
VM-snapshot-based HTAP application with much fresher data.
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Figure 5.1: Fork Latency varying Memory Footprint

fork Bottleneck Analysis. Intuitively, most of the time should be spent copying the page
table for a CoW-based fork implementation. With a 64GB memory footprint, the page table is
roughly 128MB, assuming 4KB page and 8-byte last-level PTE (page table entry). Note that this
experiment is run on a machine with a measured 8GB/s bandwidth for sequential memory access
with a single thread. It should only take around 16 milliseconds for such copy in theory. However,
it took about 500 milliseconds, shown in Figure 5.1. To find out why, we measured the benchmark
program’s cycle distribution during the fork system call using perf. To our surprise, 98% of
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1 Percent (cycles)
2 ...
3 17.95 mov (%rax),%rax
4 0.31 test $0x80,%ah
5 jne 4e9
6 24.03 2f8: lock incl 0x1c(%rdx)
7 0.09 mov (%rdx),%rax
8 test $0x80000000,%eax
9 1.49 je 316
10 ...
11 21.01 316: lock incl 0x18(%rdx)
12 ...
13 17.85 370: lock andb $0xfd,(%r12)

Figure 5.2: CPU Cycle distribution in copy_pte_range in Linux - most of the cycles are spent
in memory accesses to update reference counts

the cycles are spent in copy_pte_range kernel function during the sampling period. Figure 5.2
illustrates the hot spots in the assembly code. By analyzing the source code, we found that these
hot spots are memory accesses to increment the reference count of the physical pages pointed by
PTEs in the page table. While copying the page table is mostly sequential memory access, the
metadata of physical pages are grouped sequentially in physical memory address order, resulting
in random memory access. These reference counts are critical per-page metadata for maintaining
the life cycle of physical pages needed to implement various Linux VM features such as shared
memory, page cache, swapping, and memory-mapped files. Instead, with our proposed snapshot
mechanismwithout reference counts, we can drastically improve the latency of creating a snapshot
in Redis, shown in Figure 5.3.

MMAP-based Buffer Management. Some database systems utilize mmap-based APIs for file
system I/O and database buffer management. Such an approach exploits the virtual memory’s
capability to address memory larger than the physical memory capacity. It relies on the OS (e.g.,
Linux kernel) for caching database file pages. Compared to a traditional buffer pool that manages
a pool of hot pages (identified by logical page id) in memory, a mmap-based approach eliminates
one layer of indirection (e.g., software hash table) using virtual memory hardware and improves
performance when the working set fits in memory and the workload is read-only.

However, as pointed out recently [24], mmap VM APIs exposed by traditional OSes have major
problems when data does not fit in memory, or the workload is not read-only. Onemajor bottleneck
is TLB shootdown, which occurs when the kernel changes a page-table entry and other CPU cores
may still have the old virtual-to-physical translation cached in their local translation lookaside
buffers (TLBs). To prevent those cores from using stale translations, the kernel sends inter-
processor interrupts and waits for them to flush the affected TLB entries. This synchronization
can become a serious scalability bottleneck for buffer management on modern storage devices,
because fast storage makes page eviction and remapping frequent enough that shootdown costs
become visible [24]. These problems also include page-allocation overhead and the lack of APIs
for implementing ARIES-style transactional safety. vmcache [22] showed that we can control
page eviction and I/O in user space while still leveraging virtual memory hardware for translation
through clever use of mmap APIs. However, without modification to the kernel memory subsystem,
vmcache is still bottlenecked by the Linux kernel memory allocator and TLB-shootdown when
manipulating virtual memory at high speed. Figure 5.3a illustrates this point: on a YCSB-C
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out-of-memory workload, the throughput per core of vmcache is substantially lower than our
co-designed buffer pool Tabby as vmcache spends 70% of the cycles doing TLB-shootdowns in the
Linux kernel.
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Figure 5.3: Benefits of DB-OS Co-design

Specializing

Linux

Kernel

User/Kernel

Bypass

Unikernel

on VM

Privileged

DB Process

Co-design Space Medium Medium Large Large
Compatibility High Medium Medium High
Ecosystem Connectivity High High Low High
Security Low High Medium Medium
Maintainability Low High High High

Table 5.1: Qualitative Comparison of DB-OS Co-design Approaches

5.2.2 Why Are Alternatives Not Sufficient?

Next, we discuss existing solutions and explain why they do not sufficiently address the challenges
raised in Section 5.1, and summarize their strengths and weaknesses in Table 5.1.

Specializing Linux Kernel. Most co-design follows this approach. For example, the exmap
module in vmcache [22] specializes Linux memory subsystem to provide efficient allocation and
batching TLB-shootdowns. Anker [21] added a system call to get around the limitation of mmap for
fine-grained memory snapshots. However, fundamental design principles adopted by the Linux
kernel limit what could be modified. For example, it is practically impossible to eliminate the page
reference count without a major re-design of the Linux virtual memory subsystem. Hence, the
co-design space is constrained by the legacy code and assumptions of Linux. Furthermore, the
Linux virtual memory subsystem is complex and requires significant familiarity with the Linux
kernel to ensure the modified system is safe and functional.

Kernel Bypass. Another general approach for removing OS overhead is bypassing the OS
kernel, implementing all performance-critical (e.g., file systems and network stacks) components
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in the user space, and using I/O libraries such as DPDK/SPDK. However, since these I/O libraries
run in user space, they cannot program the interrupt hardware. Therefore, they use spin-polling
to complete requests, which is inefficient when there is no load. Similarly, there is no way to
directly program the virtual memory hardware in user space. We have to adopt a software-based
translation table for the buffer pool or complex pointer-swizzling techniques. This results in
sub-optimal performance and increased complexity for the database system. Overall, kernel bypass
might leave many performance/simplicity opportunities on the table.

User Bypass. Recent work [46] also explored pushing frequently-used data-intensive compo-
nents (e.g., B-tree traversal and network connection balancing) into the kernel space by leveraging
eBPF infrastructure. One major research challenge is that eBPF only supports user programs that
are verifiably safe. For example, loops must be bounded, and the programs must use a restricted
set of kernel data structures for stateful operations. The Linux kernel also restricts the use of
floating-point operations, which are essential for many database applications. This essentially
requires rewriting existing database systems using a restricted programming model that only
works in the Linux kernel.

Co-design with Unikernel. A recent work [89] envisions running DBMS in a Unikernel
on top of a VM in the cloud. A Unikernel [19,182,183] is a type of minimalistic OS kernel that
runs only one application in a single address space and privilege level. Such a minimal OS is
suitable when running on a VM where the hypervisor handles deployment and isolation. A
direct implication of this design is that the application has direct access to all hardware and
privileged instructions. Under this deployment, the database runs at the same privilege level as
the kernel. Therefore, system calls are ordinary functions served directly by the guest kernel.
However, Unikernels require the implementation of drivers for virtualized hardware and POSIX
compatibility for databases dependent on POSIX APIs. Furthermore, the tooling and ecosystem
around Unikernels remain underdeveloped.

5.2.3 Virtualization

Hardware Assisted Virtualization. While the mismatch between DBMS and OS interfaces has
been observed decades ago and still exists, virtualization has become a cornerstone for modern data
centers and cloud vendors during the past decades, revolutionizing the management and deploy-
ment of computing resources. By multiplexing a physical machine into multiple virtual machines,
virtualization enhances resource utilization, security isolation, and deployment ease. Over the past
decades, virtualization has significantly improved in terms of performance. Hardware-assisted vir-
tualization, such as Intel VT-x and AMD-v, enables virtual CPUs to run at native speed. Extended
Page Tables (EPT) improve memory management performance by reducing expensive round-trips
to the hypervisor for page fault handling. IO-virtualization (e.g., SR-IOV) allows a physical device,
like a NIC or SSD, to appear as multiple separate physical devices to be passed-through to the
guest, bypassing the expensive I/O stack of the host OS and software-based I/O virtualization.
Previous studies [184–189] found that running database systems in virtualized environments only
imposes a small overhead for both OLTP and OLAP workloads. Furthermore, most recent cloud
database offerings [43,190,191] are deployed in virtualized environments, supporting the case that
the virtualization layer does not impose significant performance overhead.

Privileged Process via Virtualization. Another novel way of leveraging virtualization is to
make a Linux process privileged, pioneered by Dune [181], which is a hypervisor running as a
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Linux kernel module and safely exports the Intel VT-x virtualization support to a Linux process.
Processes in Dune mode have direct access to virtualized hardware such as MMU, page tables,
interrupt, and privileged instructions for manipulating them. Unlike a Unikernel, Dune proxies
system calls made by the process to the host kernel. Therefore, full application compatibility and
the Linux ecosystem can be preserved. This is the key tool we leverage for our co-design.
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Figure 5.4: Comparison of Co-design Architectures

5.3 Privileged Kernel-Bypass Co-Design

In this section, we describe and analyze high-level paradigms for DB-OS co-design. Figure 5.4
contrasts the traditional co-design approach of specializing the Linux kernel with the proposed
privileged DB process approach. In traditional co-design (Figure 5.4a), the database runs as a
process in user-space while the kernel is modified to support database-specific functionalities.
The database process is, therefore, restricted to a set of unprivileged instructions. It interacts with
the kernel through system calls to request privileged resources. As Table 5.1 shows, specializing
the kernel directly has significant security and maintainability issues, which may explain why
this approach has not gained widespread adoption.

Figure 5.4b illustrates privileged DB process co-design. In this method, the database still
runs as a Linux process. However, the database process can unidirectionally enter virtualization
mode with the help of a type of special hypervisor, Dune [181,192], running as a module in
the Linux kernel. Dune exposes a process abstraction for the application rather than a virtual
machine abstraction. However, in the environment, the database process obtains direct access to
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the virtualized hardware provided by the hypervisor. This is facilitated by Libdbos, a small kernel
built on top of libdune [181] with enhancements and DB-OS co-designed techniques.

Libdbos inherits from libdune capabilities that allow DBMS developers to customize the logic
of various exception handlers (page fault/interrupt/trap), manipulate page table and TLB cache.
Libdbos adds the ability to send inter-processor interrupts and specialize guest kernel memory
allocation. At the program’s start, developers may override the default handlers provided by
Libdbos. For example, by default, Libdbos proxies system calls from the DBMS to the host
kernel as is. DBMS developers may interpret system calls from the DBMS by registering a custom
system-call entry handler. Developers may also override the default page fault handler with DB-OS
co-designed page fault handling. This override capability is the key infrastructure for realizing
Snappy (Section 5.4) and Tabby (Section 5.5) that will be covered next.

Building upon these customizable capabilities, DBMS developers can also use a more holistic
approach to optimize performance through selective co-design between the database and operating
system, which we describe next.

5.3.1 Workflow of Selective Co-design

In this section, we describe the systematic workflow DBMS developers can follow to implement
selective co-design. The first step is identifying bottlenecks in the host kernel, such as the virtual
memory subsystem in Linux during snapshotting operations described in Section 5.2. Once these
bottlenecks are identified, the next step involves specializing specific functionality in Libdbos to
bypass the slow one in the host kernel while continuing to use other components of the host kernel.
For instance, Snappy (Section 5.4) creates a streamlined and simplified virtual memory subsystem
tailored for snapshotting in Libdbos, bypassing the Linux kernel’s snapshotting process but still
utilizing key virtual memory features like the page cache, shared memory, and memory-mapped
files.

Taking Advantages of Linux Kernel Advances. Previous research has demonstrated that
the Linux storage stack, using modern I/O interfaces such as io_uring, can achieve impressive
scalability, reaching tens of millions of IOPS on NVMe SSD arrays [193,194]. Leveraging this,
DBMS developers can reuse the Linux storage stack for I/O while optimizing performance-critical
subsystems. This selective integration is made possible by privileged kernel bypass, which
allows for the redirection of system calls to the host kernel. Consequently, we can harness
Linux’s advanced I/O capabilities without the overhead of developing a new I/O stack and drivers.
The same principle applies to networking. Chapter 3 uses Linux’s eBPF/XDP interfaces as the
kernel advance that enables a high-performance networking fast path, while Libdbos targets
the privileged virtual-memory mechanisms that eBPF/XDP cannot expose. These techniques
address different OS bottlenecks and can be combined rather than treated as mutually exclusive
alternatives. Our kernel buffer pool, Tabby (Section 5.5), seamlessly reuses the Linux I/O path
while bypassing the slow virtual memory manipulation.

Privileged kernel bypass also remains compatible with existing kernel-bypass mechanisms
because it preserves the process abstraction. A DBMS running on Libdbos is still a Linux process
that can link against user-space libraries, share memory, use file descriptors, and issue system
calls when needed. As a result, a deployment can combine privileged mechanisms for CPU and
virtual-memory control with user-space bypass mechanisms such as DPDK and SPDK for accessing
storage devices directly.
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5.3.2 Practical Considerations

Security and Maintainability. While the privileged DB process still requires a hypervisor in
the host kernel and possibly introduces security vulnerabilities, we argue that the hypervisor
is a relatively thin and stable software layer with a much smaller attack surface than various
specialized host kernel subsystems for database applications. Therefore, it is much easier to
maintain the hypervisor module than a set of ad-hoc changes in the host kernel.

Deployment Options. There are several options for deploying a privileged DB process.
On premise, users have control over physical hardware and can install the DBOS hypervisor
for privileged DB process. Another option is to leverage bare-metal cloud instances, which
are widely available in all major cloud vendors [195–197] where users can install the DBOS
hypervisor for maximum performance. Finally, one can leverage nested virtualization which is
also supported by many cloud instances. The hypervisor can operate in a virtualized environment
with some performance overhead.

5.3.3 Comparison to Unikernel-based Co-design

Unikernel-based co-design and privileged DB process co-design expose a similar co-design space
because both allow the DBMS to execute with kernel-level privilege, although both provide
weaker security isolation than unprivileged bypass mechanisms because DBMS code runs in a
privileged context. However, Unikernel-based co-design presents a radical all-or-nothing trade-off.
Applications must entirely move to a different ecosystem and infrastructure to obtain the benefits.
For example, OSv, a relatively mature Unikernel project started 10 years ago, has less than 10
contributors 1 over the last two years. In contrast, Linux had thousands of contributors in the
last release cycle. 2. Tooling such as Unix shell/utilities based on multi-process OS, which is
familiar to DBAs and is relied on by many DBMS features (backups, monitoring, troubleshooting),
is unavailable in Unikernel due to its single-process design principle. Co-design based on the
privileged DB process, in this regard, does not move away from the Linux ecosystem. Hence,
it provides a less radical and on-demand approach toward DB-OS co-design. That is, you only
specialize the subsystem that is the bottleneck of the DBMS. We summarize the strengths and
weaknesses of the discussed co-designs in Table 5.1.

5.4 Case Study #1: High-Frequency Instantaneous VM Snap-

shot

In this section, we show how to specialize a virtual memory subsystem that can create/destroy
snapshots orders of magnitude faster than Linux. Snappy targets database systems that split
snapshotting into two roles. Latency-sensitive foreground worker threads process user-visible
requests on the main page table; for example, Redis serves commands on its main event loop, and
Hyper runs transaction processing on foreground workers. Snapshot worker threads operate on
snapshot page tables to perform non-latency-sensitive work such as writing Redis RDB checkpoints
or scanning a Hyper snapshot for analytical processing. As the analysis in Figure 5.2 has shown,

1https://github.com/cloudius-systems/osv/graphs/contributors?from=10%2F1%2F2022
2https://lwn.net/Articles/972605/
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most of the CPU time is spent updating reference counts for every physical page. Therefore, one
would naturally ask if removing reference counting during snapshot creation is possible. In Linux,
this would be very hard as reference counting is a fundamental design technique leveraged by
many features of the virtual memory subsystem. However, the key insight we draw is that in a
privileged process, we can specialize in an extremely simple virtual memory subsystem, Snappy,
just to serve the purposes of database snapshotting. Next, we show a lightweight scheme of
creating, managing, and destroying snapshots at high frequency without using reference count.

5.4.1 Epoch-based Snapshotting

In Linux fork, the reference count of each physical page is to keep track of the number of
references from PTEs in different page tables. A physical page can be returned to the system
allocator only after its last reference has been dropped. Without per-page reference counting,
we need a way to track these references for safe reclamation. First, we observe that in many
database applications, the snapshot is discarded after use. This is the case for Hyper and Redis.
Therefore Snappy makes a simplifying assumption: Snappy does not allow creating a snapshot
from an existing snapshot. Next, we show how to efficiently track the references in a batch fashion,
inspired by epoch-based reclamation [198,199].

The pseudo-code of our algorithms is listed in Figure 5.5. We associate each snapshot page
table with an epoch number allocated from a monotonically increasing global timestamp when
dbos_snappy_spawn loads a snapshot table copied from the main page table used by latency-
sensitive foreground worker threads. A snapshot with epoch E may contain any PTE copied
beforeE was assigned, so pages referenced by those PTEs cannot be reclaimed while that snapshot
remains active. For each physical page X, we embed another epoch number end_epoch, assigned
by reading the global counter after the link (PTE) from the main page table to X is removed.

Reclaiming Physical Pages. In our context, a physical page X can be reclaimed if it satisfies
(P1): there are no references to X from any page tables, including any cached PTEs in the

TLB cache. P1 is met when a) X has been un-linked from the main page table, and b) there is no
active snapshot whose epoch number is greater than or equal to X’s end_epoch. Equivalently,
b) can be expressed as X.end_epoch < min_epoch(active snapshots). When X is unlinked
from the main page table, we keep it in a global list (limbo_list) roughly ordered by epoch_end.
Then, a background worker periodically reclaims physical limbo pages that satisfied P1.

Synchronization. To guard against concurrency anomalies, we use a read-write latch to
serialize concurrent modifications to the main page table and snapshots and allow concurrent
reads. For example, duplicating the main page table requires taking the read latch and modifying
the snapshot set requires upgrading the read latch to write latch. For writes to the last level page
table entry, we leverage compared-and-swap operations to reduce the need for a global exclusive
latch. We defer the optimization for finer-grained latch (e.g., page) to future work.

5.4.2 Instantaneous Snapshot

While snapshot creation is significantly faster now as the random memory access has been
drastically reduced, copying the page table is still on the critical path of the core creating the
snapshot using the main page table. We can completely mask this latency from the critical path
by copying the page table in advance asynchronously, making the snapshot appear instantaneous.
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1 Epoch-based Snapshot Algorithms

2 E_global = 0 # global epoch
3 snapshots = {} # a set of snapshots in the system
4 limbo_list = [] # a list of physical pages to be reclaimed
5 def dbos_snappy_spawn(f: function): # Section 5.4.1
6 dbos_make_snapshot()
7 snapshot = snapshots.take()
8 snapshot.epoch = E_global.add_and_fetch(1)
9 snapshot.active = True
10 disable writes for snapshotted regions in main page table
11 run f on a CPU core with snapshot table
12

13 def dbos_snappy_make_snapshot(): # Section 5.4.1
14 snapshot_table = make a copy of main page table
15 disable writes for snapshotted address ranges
16 snapshot_table.active = False # not active at creation
17 snapshots.add(snapshot_table)
18

19 # Handlers registered at program start
20 def dbos_snappy_page_fault_handler(pgtbl, vaddr): # Section 5.4.1
21 if write-protection fault and pgtbl is from snapshots:
22 newp = copy page at vaddr
23 update pgtbl at vaddr to point to newp
24 elif write-protection fault and pgtbl is main page table:
25 newp = copy page at vaddr
26 page_meta(newp).end_epoch = max_epoch(active snapshots)
27 limbo_list.add(newp)
28 modify active snapshots to point to newp at vaddr
29 make pte of pgtbl at vaddr writable # Section 5.4.4
30 tlb-shootdown on vaddr and synchronize main_pgtbl changes to inactive snapshots #

Section 4.2/4.4↪→

31

32 def dbos_snappy_syscall_handler(tf : Trapframe): # Section 5.4.3
33 if using snapshot and syscall uses user-space buffers:
34 Copy user-space buffers to/from staging buffer B
35 Proxy syscall to the hypervisor/host kernel

Figure 5.5: Algorithms for Epoch-based Snapshot Management
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To implement this, Snappy maintains a configurable number of page table copies from the main
page tables in the background. PTEs of the snapshotted VM regions in the snapshot tables are
disabled for writes so that they can be readily loaded by snapshot worker threads without doing
further processing. When a snapshot is requested, user may retrieve one ready in the pre-copied
set of snapshots. Notice we also replaced the main page table with a snapshot so that we do not
have to disable writes for virtual pages in the main page table. To ensure that the snapshots are
consistent, we synchronize any modifications to the main page table to the inactive snapshot
tables inside the page fault handler as well as anywhere the main page table is updated. This way,
the snapshot creation latency is completely hidden from the critical path. Furthermore, we can
leverage multiple copy threads to keep enough inactive snapshots to serve a burst of snapshot
requests.
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Figure 5.6: Problems of Dune with Multiple Page Tables - With one page table, Dune keeps a
guest pointer and the numerically identical host pointer backed by the same host physical page.
With multiple page tables, however, Page Table 2 can map GVA 0x8000 to a different guest physical
page, and the EPT can map that guest physical page to HPA 0x2000. If the application passes
pointer 0x8000 to write, the host kernel interprets it as HVA 0x8000 and follows the kernel page
table to HPA 0x3000 instead.

5.4.3 Challenge: Supporting Multiple Page Tables

One unexpected challenge we faced when implementing such a VM system in a privileged process
is supporting multiple page tables. One of Dune’s fundamental design goals is to preserve the
ability to issue ordinary system calls to the host operating system. To make that work, Dune
relies on an address-translation invariant: when a guest thread passes a user pointer to the host
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kernel, the host kernel must reach the same host physical page that the guest would reach by
dereferencing that pointer.

Figure 5.6 shows why this invariant is easy to maintain with one guest page table. Consider
the blue path. Inside the virtualized process, Page Table 1 translates GVA 0x8000 to guest physical
address (GPA) 0x8000. The extended page table (EPT) then translates GPA 0x8000 to host physical
address (HPA) 0x3000. The host kernel has its own page table for the same Linux process, and it
maps host virtual address (HVA) 0x8000 to the same HPA 0x3000. Therefore, if the guest calls
write(fd, 0x8000, 512), the host kernel can simply treat 0x8000 as an ordinary process virtual
address. Although the guest and host translations use different page tables, both translations end
at HPA 0x3000, so the syscall reads the intended bytes.

The problem appears after Snappy introduces a second guest page table for a snapshot. The
red path in Figure 5.6 shows a snapshot worker running on Page Table 2. Suppose it writes to
GVA 0x8000 and triggers copy-on-write. The Libdbos fault handler allocates a new guest physical
page, represented as GPA 0x5000, and updates only Page Table 2 so that GVA 0x8000 now maps to
GPA 0x5000. When that guest physical page is first touched, the EPT maps GPA 0x5000 to a new
host physical page, HPA 0x2000. From the snapshot worker’s point of view, dereferencing GVA
0x8000 now correctly accesses HPA 0x2000.

However, the host kernel is unaware of which guest page table the calling core is using. If the
snapshot worker calls write(fd, 0x8000, 512), the numeric pointer passed across the syscall
boundary is still just 0x8000. The host kernel interprets that value as HVA 0x8000 in the Linux
process and follows the kernel page table, which still maps HVA 0x8000 to HPA 0x3000. As a
result, the kernel writes the old page from Page Table 1’s view instead of the copied page from
Page Table 2’s view. The root cause is that one guest virtual address can name different guest
physical pages depending on the active guest page table, while a host system call has only one
kernel page-table translation for that address.

To address this problem without modifying the application, Libdbos intercepts every system
call that might access user-space memory. Libdbos internally keeps a staging buffer B whose
mapping is shared consistently across all guest page tables and is not subject to CoW. For an
output system call such as write, Libdbos first copies the bytes from the caller’s current guest
page-table view into B. It then passes the address of B to the hypervisor and, eventually, to the
real host system call. Since every guest page table and the host kernel page table agree on the
physical page backing B, the host kernel reads the same bytes that the caller intended to write.
For input system calls such as read, Libdbos applies the same idea in the opposite direction: the
host kernel writes into B, and Libdbos copies the returned bytes back into the caller’s original
user buffer using the caller’s active guest page table. This general solution preserves application
correctness transparently at the cost of an extra copy. We discuss possible optimizations in the
next section.

5.4.4 Prioritized Copy-on-Write

The staging-buffer mechanism in the previous section is general, but it adds an extra copy to
every system call that passes a user buffer. This overhead is most important for latency-sensitive
foreground workers, because they serve user-visible requests on the main page table. Snappy
therefore uses a specialized CoW policy that keeps the main page table compatible with the host
kernel page table. We call this policy Prioritized-Copy-on-Write (PCoW).
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The key idea is to decide which page table changes when a foreground worker writes to
a protected page. In a conventional CoW implementation, the faulting thread receives a new
physical page, so the fault handler changes the PTE in the page table that caused the fault. PCoW
does the opposite for foreground workers. When a foreground worker using the main page table
triggers a write-protection fault, Libdbos keeps the main page-table entry unchanged and instead
updates the corresponding PTEs in the snapshot page tables. Operationally, the snapshot workers
are redirected to a copied page that preserves the snapshot’s old contents, while the foreground
worker continues to use the original page through the same main-page-table mapping.

This choice has two consequences. First, because PCoW does not change the main page
table on foreground-worker writes, it avoids sending TLB shootdowns to all foreground-worker
cores. At most, the faulting core needs to notify the snapshot worker cores whose snapshot page
tables were changed, which is less disruptive because snapshot work is not on the request-latency
path. Second, system calls from foreground workers no longer need the staging buffer. As shown
in dbos_snappy_page_fault_handler in Figure 5.5, a foreground-worker CoW fault does not
modify the faulting main-page-table PTE to a new guest physical page. Therefore, the main page
table continues to agree with the host kernel page table, and the host kernel can safely interpret
a foreground worker’s user pointer directly. Snapshot workers still use the staging-buffer path
described above, because their page tables may diverge from the host kernel page table.

5.4.5 Discussion

Implementing these mechanisms in Linux is theoretically possible but would require significant
and invasive changes to its complex, security-critical memory subsystem, which consists of 101,000
lines of code3. For example, reference counting for physical pages is extensively used, with over
1,000 occurrences4, spanning more than 300 source files. Modifying such a fundamental design
principle would require a major overhaul of the Linux kernel. One attempt to reduce fork latency,
on-demand-fork [178], applied copy-on-write (CoW) to the page table itself. However, this proposal
faced resistance from kernel maintainers [200,201] due to concerns about potential instability
and incompatibility. Another recent approach, async-fork [179], utilized asynchronous page
table copying in a customized Linux kernel to accelerate fork. However, unlike our approach,
which supports multiple snapshots within a short time window, async-fork allows only one
asynchronous copy and must adhere to the reference-counting convention for physical pages,
limiting its snapshot frequency to once per second. In contrast, with our proposed co-design,
implementing these mechanisms becomes significantly easier because the Libdbos guest kernel
is drastically simplified. It delegates complex features—such as the page cache, shared memory,
memory-mapped files, and swapping—to the host kernel. This allows for greater design flexibility
within the Libdbos kernel, free from the constraints of maintaining compatibility and security
with the host kernel.

3Measured in the mm directory of Linux kernel v5.15.90
4Measured by counting the get_page/put_page invocations in the codebase
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5.5 Case Study #2: Kernel Buffer PoolWithout TLB-Shootdown

In this section, we turn our attention to TLB-shootdown, the general mechanism required in a
traditional OS kernel, which causes scalability problems for buffer pool design. Specifically, we
present an in-kernel buffer pool design, Tabby, that can fully utilize virtual memory hardware
without incurring TLB shootdowns or high memory allocation overhead. This is uniquely en-
abled by our co-design paradigm, which allows the DBMS to access privileged instructions (TLB
invalidation).

As Figure 5.7 shows, Tabby creates a virtual address range as large as the storage space.
Initially, all the virtual pages have no mappings to physical pages. The mappings are gradually
built through page faults, at which point physical pages are allocated and filled with data read from
storage. Tabby fully controls the page fault handling for I/Os during page fault by hooking into the
virtual memory subsystem of Libdbos. We next describe how Tabby eliminates TLB-shootdown
when running in the kernel space.

p1 p2 p3Storage

Virtual Address Range
for Storage Space

Physical
Memory p1 p3 Page Table

Virtual Address Range
for Buffer Frames

pn

p1 p2 p3 pn

p4

p4

p4

...

...

Figure 5.7: Tabby Buffer Pool

Virtual Address StateVersion

Bit 0 Bit 36 Bit 56

Figure 5.8: Tabby Page Header Format

5.5.1 Eliminating TLB-Shootdowns

In Linux, a TLB-shootdown is needed whenever a PTE is modified. For example, vmcache buffer
manager design [22] uses madvise system call to remove a physical page from the page table,
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1 Tabby Buffer Pool Algorithms

2 # vStorage : beginning virtual address for storage space
3 def dbos_tabby_pin_x(pid): # Pin page at pid exclusively
4 off = pid * PageSize
5 exp_addr = off + vStorage
6 while True:
7 PageHeader* h = vStorage + off
8 PageHeader oldh = *h
9 if oldh.vaddr != exp_addr: # possible stale mapping
10 dbos_tabby_page_fault_handler(exp_addr)
11 continue
12 if oldh.state == Unlocked and h->CAS(oldh, PageHeader(exp_addr, oldh.version,

Locked)):↪→

13 return vStorage + off
14

15 def dbos_tabby_unpin_x(pid):
16 PageHeader* h = vStorage + pid * PageSize
17 h->set_unlocked_bump_version()
18

19 def dbos_tabby_optimistc_read(pid, f):
20 off = pid * PageSize
21 exp_vaddr = off + vStorage
22 while True:
23 PageHeader* h = vStorage + off
24 PageHeader oldh = *h # get a snapshot of the header
25 if oldh.vaddr != exp_vaddr: # possible stale mapping
26 dbos_tabby_page_fault_handler(exp_vaddr)
27 continue
28 if oldh.state == Locked:
29 continue
30 f(vStorage + off) # Read optimistically
31 PageHeader oldh2 = *h # Read again for validation
32 if oldh.version == oldh2.version and exp_addr == oldh2.vaddr and oldh2.state !=

Locked: return↪→

Figure 5.9: Algorithms for Tabby Buffer Pool

triggering an unscalable shootdown for every page eviction. This raises the question of whether
it would be possible to leave the PTE (e.g., Page 2 in Figure 5.7) unchanged on eviction. If the
PTE is not changed, then other cores’ cached TLB entries for that virtual page remain consistent
with the page table, so there is no immediate need to interrupt those cores and force them to
invalidate the entry. However, later access to the virtual page might erroneously result in accessing
the wrong physical page using the stale mappings. For security reasons, Linux disallows this –
actively clearing the PTEs and performing a TLB-shootdown. In our approach, we do not need to
worry about such security problems as the database is the only application and is isolated using
virtualization. But we still have to reliably detect such stale mapping and fix them lazily. A key
observation is that buffer pool pages are accessed through a well-defined pin/unpin API, which
allows injecting explicit checks that detect stale mappings. To this end, Tabby embeds an 8-byte
page header on each page, as shown in Figure 5.8. We next show how to use this small metadata
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1 Tabby Page Fault Handling

2 def dbos_tabby_evict_if_needed():
3 if number of free pages above threshold: return
4 victims = pick unpinned and unlocked victims
5 for pid in victims:
6 PageHeader* h = vStorage + pid * PageSize
7 PageHeader oldh = *h
8 if oldh.state.dirty:
9 # note the page is written with lock bit on
10 lock page and write page to storage
11 if oldh.state != Locked and h->CAS(oldh, InvalidPageHeader):
12 free_page(vStorage + pid * PageSize)
13

14 # Page fault handler registered at program initialization
15 def dbos_tabby_page_fault_handler(addr):
16 pte = pgtbl_lookup(addr)
17 if pte->lock() == False: # One bit of PTE used for locking
18 return # retry
19 if pte->present == True: tlb_flush_one(addr)
20 PageHeader* h = addr
21 # Page is not present or the mapping might be stale
22 if pte.present == False or h->vaddr != addr:
23 dbos_tabby_evict_if_needed()
24 new_page = alloc_page()
25 read page from storage at off into new_page
26 *pte = MakePTE(PA(new_page), Write+Present+Locked)
27 # Page was locked when it was written to storage
28 h->set_unlocked_bump_version()
29 pte->unlock()
30 tlb_flush_one(addr) # local tlb flush

Figure 5.10: Page Fault Handling in Tabby

to detect and fix stale mappings lazily without any TLB-shootdowns.
Page Pinning. We maintain the following invariant: A page is only cached in at most one

buffer frame uniquely identified by the virtual address in the header. That is, for all the buffer frames
containing valid pages, the virtual addresses in the headers all differ. As depicted in Figure 5.9,
every pin operation first checks the virtual address of the page against the virtual address stored
in the header (line 9). If they do not match, the mapping might be stale. Tabby handles this case
as a page fault. Note that line 8 might also trigger a page fault due to a non-present page. If the
address check passes, according to the invariant, the mapping is definitely not stale. Therefore,
it proceeds to lock the page exclusively on the state bits in the header using compare and swap
operations (Line 12). If the page is locked, it retries until the lock is acquired. Shared locking can
be implemented similarly. For brevity, we omit its description.

Page Fault Handling and Eviction. As depicted in Figure 5.10, the page fault handler first
looks up the PTE in the page table on the faulting address. Tabby serializes concurrent fault
handling on the same address by locking on an unused bit in the PTE. Note that it is entirely
possible that the page fault handler is called because of a stale TLB entry (Line 9/25 of Figure 5.9).
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For example, suppose CPU core 1 has a stale TLB entry that maps Page 1 to the frame holding
Page 3 instead. The address check will find that the virtual address in the header does not match
Page 1’s address (due to the invariant), even if the page table actually indicates Page 1 correctly
points to Frame 1. This is possible due to previously cached stale TLB entries. Tabby handles this
case by performing a cheap local TLB flush on the faulting address and rechecking the address
(Line 18/21). The TLB flush ensures that access to the header (Line 21) uses the latest mapping in
the page table.

After ensuring the mapping is truly stale or non-present, an I/O is needed to bring the page
into the buffer pool. To make space in the buffer pool, Tabby first performs necessary replacement
(dbos_tabby_evict_if_needed). The algorithm selects unpinned and unlocked victim pages
using a clock replacement strategy. It then locks the victim pages and writes the pages to storage.
Once the replacement is done, Tabby allocates a free buffer frame on which an I/O operation is
performed to read the page into memory (Line 23-25). It then constructs a correct PTE. Note that
the page read into the memory has the lock bit set when it was written back to storage (Line 25).
Keeping the lock bit set during this write preserves the invariant. Finally, the PTE is unlocked,
and a local TLB flush is performed to clear any stale TLB entries.

Optimistic Read. Similar to vmcache [22], Tabby supports optimistically reading a page with-
out writing to shared memory for better scalability. As shown in dbos_tabby_optimistc_read
in Figure 5.9, an optimistic read performs a cheap address check (Line 25) similar to pinning a
page. Once the check passes, it performs the read if the page is not locked (Line 28-29). After
the read, Tabby rereads the page header and validates that the version number is unchanged and
that the page is still unlocked; this check detects concurrent writers that may have modified the
page during the optimistic read. Unlike the optimistic read in vmcache, Tabby must also verify
that the virtual address stored in the header still matches the requested page, because a stale TLB
mapping could otherwise make the read observe a different buffer-frame page whose version
number happens to be unchanged.

5.5.2 Physical Memory Allocation

The Linux kernel, designed to support multiple processes, also pays performance overhead for
security. For example, when allocating a physical page for a non-present virtual page, the Linux
kernel zeroes out the content of the allocated physical page before use for security reasons, as the
page might have been used by other processes previously. Tabby, in contrast, can pre-allocate all
the physical buffer frames once and reuse them repeatedly within the database process. Therefore,
the allocator in Tabby does not require zeroing pages. To improve scalability, Tabby keeps free
frames in a thread-local free list. When the local free list is exhausted, it requests a batch of free
frames from a set of global lists, each protected by a latch.

5.5.3 Discussion

Tabby supports all the functionalities of vmcache without the overhead of TLB shootdowns and
memory allocation. One might be tempted to implement such a lazy strategy on top of Linux
in user-space. However, there are no Linux APIs for fixing the VM mapping without doing a
TLB shootdown. mremap comes close to such semantics. However, mremap still requires a TLB-
shootdown on the old address. Hence, it merely shifts the TLB-shootdown to a later time when
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the evicted page is accessed again. To address the problems of vmcache, Leis et al. [22] proposed
a Linux kernel module called exmap that specializes the virtual memory subsystem to address
the kernel bottleneck by batching TLB-shootdowns. While exmap reduces the number of TLB
shootdowns, each shootdown still requires every CPU core to completely flush its local TLB cache,
negatively impacting the cache efficiency of modern CPUs. With modern storage devices and
networks [194,202,203] capable of tens of millions of IOPS, the costs of TLB shootdowns remain
significant, even with batching. In contrast, Tabby preserves cache efficiency by eliminating the
need for shootdowns altogether. Beyond performance improvements, Tabby also has a smaller
impact on host kernel security compared to exmap.

5.6 Libdbos Implementation

5.6.1 Libdbos Guest Kernel

We leveraged the open-source libdune [181] to implement this co-design paradigm as Libdbos.
We made about 3000 lines of change. Besides basic OS utilities such as page table manipulation
and system call proxy inherited from libdune, we added a scalable physical memory allocator
with thread-local free lists and partitioned locks. We added support for sending inter-processor
interrupts between vCPUs in the guest using posted interrupts, an Intel VT-d feature that allows
a virtual CPU to receive interrupts without hypervisor intervention. We implemented a basic
TLB-shootdown mechanism using IPI for basic OS functionality. When a vCPU intends to ask
another vCPU to flush remote TLBs, the vCPU registers a function call to be executed on remote
vCPU and then sends a IPI to the target vCPU. Note that this mechanism is not used in the Tabby
buffer pool as it does not require TLB shootdowns. In the guest kernel, we intercept every system
call made by the DBMS by setting MSR_LSTAR register (virtualized) to the address of a page storing
system call entry code customized by Libdbos. We leverage this entry point to perform custom
system-call interposition.

5.6.2 Libdbos Hypervisor

We built the hypervisor for Libdbos on top of Dune [181] for x86 architecture and made about
1250 lines of changes. We added a few enhancements to the Dune hypervisor:

Host Huge Pages. To reduce the two-dimensional translation overhead (TLB miss) in virtual-
ization, we leverage huge pages of the host to back the physical memory of the process. This is
common practice in modern hypervisor implementation [204].

Guest Huge Pages. Similarly, there is another layer of address translation inside the guest,
which adds TLB-miss overhead. Libdbos provides guest huge page support to reduce the overhead
of TLB miss. It intercepts mmap calls via its system call interposition capability and allocates huge
guest pages for mapping greater than 2MB on the guest page table. This helps reduce the page
walk length inside the guest page table.

5.6.3 Snappy Implementation

We implemented the Snappy snapshot mechanism in approximately 1,200 lines of code within
Libdbos. When Snappy is initialized, we replace the default page fault handler in Libdbos with
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Snappy’s custom page fault handling, as described in Figure 5.5. To handle system calls correctly
(Section 5.4.3), we also override the default system call handler in Libdbos. With this custom
system call handler, we can differentiate between system calls made by CPU cores using the main
page table and those made on snapshots. For the latter, before proxying the system calls to the
host kernel, we copy the user buffers associated with the system calls to and from a per-CPU
staging buffer. To maintain synchronization during page table copying and updates, we utilize
table-level locks.

5.6.4 Tabby Implementation

We developed Tabby by adapting the vmcache codebase5. When Tabby is initialized, we replace
the default page fault handler with Tabby’s custom page fault handling, as described in Figure 5.10.
This required approximately 1,300 lines of modifications. We implemented the Clock replacement
for buffer frames in Tabby, where each worker sequentially scans the physical buffer frames
to identify eviction candidates. One bit of each page header is used to represent the reference
bit required by the Clock algorithm. Unlike vmcache, which maintains a hash table to track
resident buffer frames for eviction, Tabby stores buffer frames in a contiguous physical memory
area backed by huge pages from the host. Tabby maps this contiguous physical memory to a
continuous virtual memory area, allowing it to scan buffer frames without relying on additional
data structures.

5.7 Experimental Evaluation

In this section, we conduct extensive experiments to answer the following questions:

• What is the performance impact of elevated privilege levels?

• What are the latency benefits of the proposed snapshot mechanism compared to fork on
an unmodified Linux kernel and an optimized fork mechanism using a specialized Linux
kernel?

• What are the performance/efficiency benefits of Tabby buffer pool enabled by our co-design
compared to the existing state-of-the-art buffer pools?

5.7.1 Baselines

Snapshot Mechanism.

We modified Redis (commit bb524473) to use the proposed snapshot system instead of using
fork system call. Specifically, the modified Redis runs as a privileged process with the help
of the hypervisor and Libdbos. It runs a background thread that operates on a snapshot page
table to persist data in memory to storage. We then compare it against running Redis on an

5https://github.com/viktorleis/vmcache
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unmodified Linux kernel (v6.6.1) and a modified Linux kernel (v6.0.6) 6 which implements On-
Demand-Fork [178]. On-Demand-Fork applies copy-on-write to the page table itself so as to delay
the page-table copy work as late as possible to remove the latency spike at fork time. We did not
compare against async-fork [179] as we could not obtain the source code.

Buffer Management.

We compare Tabby against the following systems:
vmcache. vmcache is the state-of-the-art buffer management approach leveraging virtual-

memory hardware directly for translation using POSIX mmap APIs. We use vmcache at commit
a8ed2b0.

LeanStore. A buffer pool design that leverages pointer-swizzling for removing the hash
table lookup overhead of the memory-resident pages. We use LeanStore at commit dd42514 for
evaluation. We configure LeanStore’s isolation level to Read Uncommitted.

WiredTiger. A traditional buffer pool design that employs software hash table for page table
lookup. We use WiredTiger v2.6.1 for evaluation. We configure WiredTiger to use the lowest
isolation level, Snapshot Isolation, implemented with MVCC.

6https://github.com/rssys/on-demand-fork
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Figure 5.14: HTAP Micro-Benchmark - OLTP Latency after Snapshot

5.7.2 Experimental Setup

All experiments are conducted on a server with two Intel(R) Xeon(R) Gold 5320 CPU @ 2.20GHz
with 104 cores and 755GB DRAM. The server is running Linux kernel 6.6.1 as the operating
system. We use a 3.84 TB NVMe SSD (Intel P5500 RI U.2). For buffer pool experiments, we
configure all systems to use direct IO and disable write-ahead logging and the Linux page cache
for all experiments.

5.7.3 Impact of Privilege Elevation

We begin by analyzing the performance impact of virtualization and privilege elevation on system
calls, with a focus on I/O operations such as pread and pwrite that are used by most DBMSes.
For comparison, we also measured the latency of an empty system call (gettid), representing the
worst-case scenario for a privileged DB process. The results, as shown in Figure 5.11, indicate that
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Figure 5.17: Throughput/Core on out-of-memory workloads - (8GB Buffer Pool, 64 Threads).
We derive this metric by normalizing absolute throughput by the effective number of cores required
to achieve the absolute throughput.

virtualization imposes a fixed overhead of 1,536 CPU cycles, mainly used in exiting and entering
the virtualization boundary for proxying system call. For I/O system calls, the performance
impact is much less than for an empty system call such as gettid. For example, for uncached
pread and pwrite calls, the performance impact is minimal as the storage medium latency
dominates the overhead. In contrast, when data is cached in the Linux page cache, the overhead
rises to approximately 30% for pread and 24% for pwrite. These findings demonstrate that the
privileged DB process imposes reasonable performance overhead on system calls, particularly
those dominated by storage latency.

We also study whether running a storage engine in a privileged space (Guest Kernel Space)
has a positive performance impact. We ran the LeanStore buffer pool in a privileged process and
compared it against vanilla LeanStore on Linux with YCSB-C workloads and 64 threads. The
results are shown in Figure 5.12. When data fits in memory, we did not observe a measurable
throughput difference. When the buffer pool cannot cache all data, privileged LeanStore performs
only 1% worse than LeanStore running in the user space of Linux due to VM exit/entry. Hence,
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Figure 5.18: Throughput of different buffer pool designs on in-memory workloads - (8GB
Buffer Pool, 64 Threads)

without judiciously leveraging the hardware constructs available, running at a higher privilege
level does not translate to higher performance.

5.7.4 Snapshot Mechanism Evaluation

HTAP Micro-benchmark

In this section, we evaluate the proposed snapshot mechanisms using a set of micro-benchmarks
that simulate HTAP workloads. We use multiple threads to randomly write to a 4GB array to
simulate concurrent OLTP workloads. For each snapshot taken, we run a thread to sequentially
scan the array to simulate a typical OLAP workload. Note that we enable prioritized copy-on-write
(PCoW) mechanism discussed in Section 5.4.4.

Snapshot Latency. We first measure the latency of creating a snapshot (i.e., fork) by an
OLTP thread, varying the memory footprint. Illustrated in Figure 5.13, our epoch-based snapshot
improves latency by up to 21× compared to Linux fork, thanks to removing reference counting.
Note that on-demand-fork has even lower snapshot latency as it defers copying the page table
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to the future (see next paragraph for the cost). By adding asynchronous copying, denoted by
Instant Epoch-Snapshot, we achieve similar or lower latency than on-demand-fork. Note
that we assume that the time interval between two snapshot requests is smaller than the time it
takes to copy the page table. We believe this assumption is reasonable as Epoch-Snapshot creates
a 128GB memory snapshot in 44ms with a single core, which can be further parallelized.

OLTP Latency. To understand the impact of snapshot and CoW on OLTP threads, we
measure the latency to resolve a write-protection fault. We show the results in Figure 5.14a and
Figure 5.14b. Generally, Epoch-Snapshot generally outperforms Linux and on-demand-fork as
the number of OLTP threads increases by up to 2.1×/2.3× for the average latency and 2.3×/7.3×
for 99.9-percentile latency. Thanks to the PCoW optimization, the number of processors that must
participate in a TLB shootdown is reduced compared to Linux. on-demand-fork has significantly
higher tail latency because deferred page table copying is carried out on CoW fault, causing
512 random memory updates to reference counters. Interestingly, with 1 OLTP thread, Epoch-
Snapshot has a 40% higher page fault latency than Linux CoW. This is because Linux does not
require TLB-shootdown when a process has only one thread. With PCoW, we still need to send a
TLB shootdown to the snapshot core because it is unaware of the change in its page table.

OLAP Throughput. For brevity, we omit results on OLAP throughput after snapshot as they
were similar on all baselines.

Redis Workload

Next, we evaluate the impact of snapshot and CoW mechanisms on latency when applied to
a real-world in-memory database system, Redis. For a performance metric, we focus on tail
latency, including maximum latency, as they are important for in-memory caches and databases
for user-facing services [205–207].

Uniform Workload. We first run an experiment studying the write query latency after a
snapshot is taken while varying the database size. We use memtier_benchmark 7 to generate
workload traffic. We issue a total of 3×106 queries to a pre-populated and pre-warmed Redis
server while keeping a query queue depth (i.e., number of outstanding queries) to around 1000.
During the benchmark, we trigger the snapshot by sending one BGSAVE command to Redis. We
record the latency of every query and plot the results in Figure 5.15. We can see that Instant
Epoch-Snapshot, compared to unmodified Linux, significantly reduces latency across all the
measured percentile points by as much as 15× on maximum latency, achieving the lowest tail
latency. Surprisingly, on-demand-fork is only effective for the maximum latency (Figure 5.15d)
and reduces the latency by 4×. For lower percentiles, on-demand-fork is sometimes outperformed
by an unmodified Linux Kernel. This is because of its deferred page table copying overhead on
CoW faults, resulting in higher latency for these write queries. Instant Epoch-Snapshot, on the
other hand, performs these page-table copying work in advance and does not impose additional
processing overhead on normal CoW faults on data pages.

Skewed Workload. Real-world workloads exhibit skewed patterns in the keyspace. There-
fore, we configure the memtier_benchmark tool to generate keys that conform to a Gaussian
distribution. We pre-populate the Redis server to host 16×106 key-value pairs, each with 1 KB
in size. The memory footprint is about 16GB. We then issue 3×106 queries against Redis while

7https://github.com/RedisLabs/memtier_benchmark
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varying the read-write ratio in the workload. The results are shown in Figure 5.16. Linux and
on-demand-fork tail latency decreases as there are more reads in the workload, which results
in fewer page faults overall. Instant Epoch-Snapshot has the lowest P99.9 latency curve, out-
performing Linux and on-demand-fork by 2.6×/3.6×. on-demand-fork performs worse than
Linux on P99.9 latency for similar reasons explained in the previous section. on-demand-fork
and Instant Epoch-Snapshot both outperform Linux on maximum latency, as the snapshot
call impacts this metric the most.

To summarize, Instant Epoch-Snapshot significantly reduces the tail latency for in-memory
systems that leverage virtual memory for snapshotting compared to using fork.

5.7.5 Buffer Pool Evaluation

YCSB Benchmark. In this experiment, we use YCSB-C and YCSB-A as the main workloads
to evaluate buffer pool designs. We use a key-value pair consisting of an 8-byte key and 120
random bytes of payload. We evaluated our designs mainly with Uniform and Zipfian [208] access
distribution. By default, we use a Zipfian skew factor of 0.9 where 80% of the accesses land on
∼10% of the keys. We ran the workloads with 64 worker threads for a warm-up phase of 1-minute
after loading. We report average throughput of a 2-minute workload phase after warm-up. We
configure vmcache and Tabby to use all 64 threads for request processing and eviction. LeanStore
uses a dedicated pool of threads for eviction. We tuned and configured 8 Page Provider threads
and 56 worker threads for LeanStore.

Out-of-Memory Workloads. In out-of-memory scenarios, all systems must repeatedly
evict pages and bring new pages from storage, so raw throughput alone does not capture how
much CPU work is required to sustain that throughput. We therefore normalize throughput
by the effective number of CPU cores used during the experiment, as shown in Figure 5.17.
Under this metric, Tabby achieves up to 3.5× higher throughput per core than vmcache and up
to 2.5× higher throughput per core than LeanStore. The bottlenecks are different for the two
baselines. vmcache loses efficiency because eviction relies on Linux virtual-memory operations
that trigger TLB shootdowns; in our profiling, vmcache spends about 70% of CPU cycles in the
kernel on TLB-shootdown work. LeanStore does not suffer from this kernel TLB-shootdown path,
but its dedicated Page Provider threads consume CPU cycles scanning for eviction candidates
and maintaining enough free frames for worker threads. In contrast, Tabby avoids kernel TLB-
shootdown overhead and performs replacement on demand in worker threads, so it does not need a
separate eviction-thread pool. The same trend holds for both uniform and skewed out-of-memory
workloads.

In-MemoryWorkloads. When data fits in memory, Tabby and vmcache perform similarly on
read-only workloads ( Figure 5.18a and Figure 5.18b) because they leverage hardware translation
and optimistic read. LeanStore comes next due to having fewer worker threads. WiredTiger
suffers from both contention and hash table lookup overhead. On write-heavy uniform work-
loads ( Figure 5.18c), we observe similar patterns. However, when the access pattern is skewed
( Figure 5.18d), all systems experience write contention and throughput drops significantly, while
LeanStore suffers the most. The contention causes frequent system calls for suspending threads
due to read-write lock contention. Tabby and vmcache suffer the least because they leverage
spinlock and rarely enter the kernel.
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In summary, Tabby achieves state-of-the-art performance when data fits in memory and is
much more resource-efficient on out-of-memory workloads than competitors.

Impact of TLB-shootdown on Cache Efficiency. Next, we examine the performance
impact of TLB shootdowns on CPU cache efficiency when the virtual memory (VM) subsystem
is frequently updated. We simulate scenarios in which some worker threads operate entirely in
memory on skewed data, while others frequently update VM mappings (using exmap) for I/O
operations. The results, shown in Figure 5.19, demonstrate that TLB shootdowns can have up
to a 2× impact on in-memory threads, even though these threads are independent of the I/O
threads. This impact arises from the cycles spent trapping into the interrupt handler for TLB
flushes, which lead to TLB cache misses. However, this issue does not affect Tabby, as there are
no TLB shootdowns when manipulating page tables due to our tighter co-design.

TPC-C.We next evaluate the buffer pool systems using TPC-Cwhich is awrite-heavyworkload
with complex access patterns, including range scans and deletes. We configure a 16GB buffer
pool for all the systems. We load 512 warehouses into the database before the benchmark, which
amounts to ∼100GB on storage. We use 64 threads to run the workload. We run the workload
for 2 minutes and report the average throughput. The results are shown in Figure 5.20. Tabby,
vmcache, and LeanStore are all able to saturate the SSD, achieving similar throughput. They
outperform WiredTiger by about 7×. In terms of per-core-throughput, shown in Figure 5.20b,
Tabby consistently outperforms vmcache and LeanStore by about 2×. Compared to WiredTiger,
Tabby achieves 4.2× higher throughput per core.

Performance Drill-down. We next break down the impact of various techniques used in
Tabby. We start with vmcache running on Linux as the baseline and incrementally enable tech-
niques. The results are shown in Figure 5.21. Surprisingly, when running vmcache with elevated
privilege level, we observe 60% lower efficiency. This is due to the TLB-shootdown overhead being
doubled because Libdbos hypervisor needs to perform an additional TLB-shootdown operation
per madvise system call on the PTEs of the extended page table (EPT). When TLB-shootdown is
eliminated with Tabby algorithms, the efficiency increases by 753%, outperforming the baseline by
3.5×. Thread-local free lists and no-zeroing optimizations add another 8% and 4% improvements.
Hence, we can conclude that TLB-shootdown elimination is the most important optimization,
especially because privileged execution can otherwise add another layer of shootdown overhead.
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5.8 Related Work

While Section 5.2 focused on the OS and virtualization mechanisms that directly motivate Libdbos,
this section discusses the broader body of work on DB-OS co-design, kernel bypass, virtual
memory, snapshotting, and buffer management.

DB-OS Co-Design. The DBOS project [209] focuses on building a cluster OS using scalable
distributed databases [28,210–212], for better resource management, observability, serverless
application development [213], and debugging [214]. Currently, the DBOS project still runs the
DBMS in user space on Linux. Our co-design approach allows the DBMS in the DBOS project
more control over the hardware. MxKernel [215] is a runtime system that advocates run-to-
completion execution rather than OS threads for database systems. COD [216] studies how to
better integrate DBMS with OS for better co-optimization regarding resource management. Our
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co-design approach focuses more on practically empowering DBMS with more abstractions and
privileged instructions. Therefore, our work is complementary to these studies.

5.9 Summary

In conclusion, we present a novel DB-OS co-design paradigm leveraging the privileged DB
process, unlocking new abstractions that are only possible with privileged instructions while
minimizing the impact on security, maintainability, compatibility, and ecosystem. We presented
two DB-OS co-design mechanisms for data-intensive applications enabled by this paradigm,
including an in-kernel buffer pool design without TLB-shootdown overhead and a high-frequency
instantaneous snapshot mechanism for in-memory databases and HTAP workloads. Our proposed
mechanisms demonstrated significant performance and efficiency improvements, as well as tail-
latency reductions relative to existing approaches based on kernel modification. Privileged kernel
bypass also opens additional uses beyond snapshotting and buffer management, which we discuss
as future work in the thesis conclusion.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This thesis began with the DB–OS co-design space shown in Figure 1.1. The goal of this thesis
was to show how database systems can remove OS boundary overhead without abandoning the
compatibility, security, and deployability that production DBMSes require.

The first step was to establish why this problem matters on modern hardware. We revisited the
classic OLTP bottleneck analysis on a memory-optimized engine and showed that communication
and OS-kernel overhead now dominate CPU time across YCSB, Voter, and TPC-C, even when
transactions are executed as stored procedures (Chapter 2). These results reframed the OS boundary
as the high pole in the tent for in-memory database performance, and they set the agenda for the
rest of the thesis.

The second step addressed communication without giving up the kernel ecosystem. We built
Tux, a partial kernel-bypass networking stack on top of the existing eBPF and XDP fast path
(Chapter 3). Tux pairs a message-based transport protocol with a pushdown abstraction that
runs DBMS logic directly on network cores through a preemptible user-space runtime. Because
it reuses kernel NIC drivers, it deploys without user-space drivers or exclusive NIC ownership.
Across VoltDB, Redis, Memcached, and ScyllaDB, Tux matches or beats production-grade DPDK-
based stacks on throughput and tail latency without giving up the compatibility that those stacks
sacrifice.

The third step revisited the long-standing trade-off between OS-managed and user-space buffer
management. We built Calico, a DBMS-controlled buffer pool whose multi-level array-based
address translation, together with path caching, hole punching, and group prefetching, gets the
best of both worlds: in-memory speed comparable to mmap-style OS translation and out-of-memory
speed comparable to traditional hash-table-based user-space buffer pools, without forcing the
database to choose between them (Chapter 4). Calico excels across a diverse mix of workloads,
including sequential scans, B-tree lookups, and graph-based vector search. We integrated Calico
into PostgreSQL with modest engineering effort.

The final step addressed mechanisms that user space cannot reach. We built Libdbos, a frame-
work that uses hardware virtualization to run the database in a privileged guest while leaving the
host kernel binary untouched (Chapter 5). The two case studies on top of Libdbos, Snappy for
instantaneous VM-level snapshots and Tabby for TLB-shootdown-free buffer management, illus-
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trate what becomes possible once the database can execute privileged instructions and manipulate
page tables directly. Together, these four steps form a practical recipe for removing OS-boundary
overhead from a database while preserving the compatibility, security, and deployability that
production database systems demand.

6.2 Future Work

We briefly discuss several directions to extend the work presented in this thesis.
One direction is to push Tux beyond the OLTP and key-value workloads it was designed for.

Distributed analytical query processing exercises the network stack in a very different way. A
single query may shuffle hundreds of gigabytes of intermediate results across nodes in a short
window, and the dominant cost shifts from per-request latency to sustained data-plane throughput.
Extending Tux’s protocol and pushdown API to carry large, often columnar payloads efficiently
is a natural next step. The shift in workload also exposes a part of the design space that the OLTP
evaluation in this thesis did not stress. Tux was evaluated on OLTP traffic that was small enough
to keep the network well below saturation, and the experiments saw essentially no congestion or
packet loss. Analytical queries with data shuffles invalidate that assumption, and the resulting
incast and buffer pressure on the NIC and the switch become concerns. Generic end-to-end
congestion control reacts only to loss or delay, with no awareness of which exchange a packet
belongs to or how much data the executor still intends to send. A promising direction is to
co-design Tux’s transport and flow control with the query executor so that congestion decisions
can use information the executor already has. The pushdown runtime is also a natural place to
host streaming exchange operators such as repartitioning, hash-join build-side staging, and partial
aggregation on the network cores so that intermediate data is shaped before it reaches the worker
pool. In a disaggregated cloud database, page fetches, log shipping, and remote scan results all
flow through the same network fabric that an analytical query uses for shuffling, and a single
Tux-style stack with high-throughput message transport, query-aware congestion control, and
programmable pushdown could serve as a common substrate for both the storage and the compute
layers.

Another direction is to follow new hardware trends that are reshaping the boundary between
the database and the rest of the system. SmartNICs [217] and DPUs [218] expose programmable
cores directly on the data path, and they are a natural target for the Tux stack. The pushdown
abstraction and the database-assisted scheduling that selects between inline execution and worker
dispatch map cleanly onto the on-NIC cores, so offloading Tux to a SmartNIC would free host
cores for query execution while preserving the same programming model the DBMS already
targets, and it would let the network stack live on the NIC. CXL-attached memory and persistent
memory introduce new design considerations for the database architecture, expanding the memory
hierarchy with new tiers whose latency, bandwidth, and persistence characteristics differ enough
that the OS page cache cannot manage them well on the database’s behalf. Calico is a natural
starting point: its multi-level array-based translation gives fast translation that scales across very
large address spaces, which is exactly what a tiered buffer pool spanning DRAM, CXL memory,
persistent memory, and SSD requires. The translation layer would stay where it is, but eviction,
promotion, and migration between tiers would move under DBMS control rather than being
delegated to the OS, so that the database can place hot pages in DRAM, keep warm pages in CXL
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or persistent memory, and use access patterns to drive migration policy.
Another direction is to extend the same partial-bypass approach as Tux to the NVMe SSD

storage stack, which this thesis did not address. Today the choice on the storage path resembles
the network path before Tux: either go through the lengthy kernel storage stack, including
caching and filesystem layers, and pay significant overheads, or give the DBMS the entire NVMe
device using a kernel-bypass library such as SPDK and lose the filesystem abstraction along
with everything that depends on it. A natural question is whether one can reach SPDK-class
performance without giving up the kernel filesystem. One promising path is to let the DBMS
issue targeted NVMe commands directly to the device only for its hot files, while the kernel
filesystem continues to manage namespace, allocation, and metadata. eBPF on the storage side, in
the spirit of XRP [219], gives a plausible mechanism for safely splicing a database-aware fast path
into an in-tree storage stack. A key challenge is that the database’s own buffer pool may hold a
more recent version of a page than what is on the device, so the fast path cannot simply bypass
the DBMS cache. Resolving this requires co-design between the storage stack and the DBMS so
that direct device reads either consult the buffer pool first or are restricted to pages the DBMS
guarantees are clean on disk.

Privileged kernel bypass also opens directions beyond the two Libdbos mechanisms studied in
this thesis. One example is faster memory rewiring for query processing and indexing. Memory
rewiring remaps existing virtual-memory regions instead of copying data, and prior work has used
it to accelerate query operators and index structures [167,220–223]. On Linux, these techniques
typically rely on mmap, which makes remapping expensive because the kernel must maintain
general-purpose process metadata, including per-page reference counts, for the affected physical
pages. The virtual-memory techniques behind Snappy suggest a more specialized implementation
point. A DBMS running in a privileged process could maintain the page-table state needed for
remapping without inheriting all Unix process-management costs, making memory-rewiring
techniques more practical for database operators and data structures. Privileged kernel bypass
could also be combined with existing storage and networking bypass mechanisms. Recent sys-
tems use eBPF and related mechanisms to move caching, proxying, and other data-intensive
functionality closer to the kernel fast path [46–48,68,180]. These mechanisms preserve much
of the Linux ecosystem, but they remain constrained by the kernel’s safety model and do not
directly expose privileged CPU and virtual-memory mechanisms to the DBMS. A privileged DB
process is complementary because it can still use system calls and kernel extension points for
deployable I/O paths, while specializing page translation, snapshotting, memory rewiring, and
privilege transitions inside the database process.

Another opportunity is to use privileged kernel bypass as a substrate for stronger isolation
and scheduling inside the DBMS. Many DBMSes support stored procedures, UDFs, extensions, or
loadable modules that run inside the DBMS address space for performance and interoperability.
This design is efficient, but it is risky in shared or multi-tenant settings because faulty or malicious
code can access DBMS memory directly. Chapter 2 showed that stronger isolation mechanisms,
such as process or VM isolation, can make communication overhead due to isolation completely
dominate execution time. A privileged DB process suggests a different split in which the DBMS
keeps privileged control over its own virtual-memory subsystem, while user-defined logic runs in
a less privileged protection domain. This could provide memory isolation for user-defined code
without forcing every interaction through heavyweight process or VM boundaries. The same
privilege boundary could support lightweight preemptive threading. User-space threading libraries
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are efficient, but they cannot directly program interrupt hardware for preemption. Linux kernel
threads provide preemption, but the kernel scheduler is general-purpose and can be expensive for
fine-grained database scheduling [224]. A privileged DB process could use interrupt hardware
and system-call interception to build a DBMS-specific preemptive scheduler with lower overhead,
helping database engines expose enough concurrency to saturate high-end I/O devices [193]
while still letting the DBMS schedule according to transaction priorities, I/O waits, and internal
contention.

Finally, the design principles that emerged from this thesis, reusing non-critical-path OS
functionality, building DB-native mechanisms for the critical path, and using virtualization to
cross the privilege boundary safely, are not specific to the systems built here. As databaseworkloads
continue to diversify into vector search, machine learning, and graph analytics, and as hardware
continues to evolve toward smarter NICs and persistent memory, the surface area where the
database meets the operating system will keep growing. The work in this thesis is one step toward
making that surface a practical interface through which databases can extract modern hardware
performance without paying the practicality costs of earlier kernel-bypass designs.
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